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1.00
Introduction

The interest in obtaining greater security through an increased use of information technology is symptomatic of the era in which we live.  For a number of years, the use of biometric
 applications such as smart cards and building access have been discussed in the public forum to a certain degree.
  In the wake of the events of 11 September 2001, efforts to increase security have lead to an increase in interest in biometric identification of human beings.
   This year at the CeBIT 2002 technology fair in Hanover, Germany, an entire exhibition hall was dedicated to security technologies including a biometric face recognition system produced by Visionics Corporation which has already installed at Reykjavik Airport in Iceland.
  The expansion of interest in use of these tools requires their consideration in terms of their effect on individuals and democratic society.

To a degree the times and contemporary participation in society have made each person a factor in the loss of privacy suffered in the age of technology.     Lightman recently
 cited the loss of privacy as one of the general effects of living in the current era.   He identifies increased technology consumption and busy usefulness as creating inroads into the personal experience of being human and society ability to recognize and uphold freedom.   In addition to the obsession with speed, information overload and the loss of silence,
 Lightman suggests that a feature of the current era is a somewhat passive loss of privacy through participation with information technologies:

With many of the new communications technologies, we are, in effect, plugged-in and connected to the outer world 24 hours a day.   Individuals are always accessible, always able to access.  Each of us is part of a vast public network of information, exchange, communication and business. 

Where once we could talk of the shock of the new, we now experience a numbness to the new due to the accelerating pace of advances in the technology that surrounds us and involve us.

The combination of biometrics and computerization poses a particularly aggressive risk to the freedoms, such as privacy, which underlie democratic society.     Privacy expectations are seldom consistent with their legislated protections.
   While our participation in the technological society generally changes individuals and may make each of us immune to the in roads being made on the sphere of personal experience of privacy, the active combination of technology and authority has also increased the ability of states to control their population.   In 1952, in his book The Impact of Science on Society
 Bertrand Russell points out one effect of an increase in the pervasiveness of technology and the scientific method is the opportunity to increase organization and thereby create what he calls the "tyranny of officials" 
while increasing the extent to which an individual is a cog.
  Russell argues that, while those particular officials who are charged with our security, the police, make active use of each new technology as they arise.   Often, however, the resulting increased power of the police is not whole a gain
 to either the individual or their society, whether democratic or totalitarian or at some point in between.   Today, with the corporatization of government since the 1980’s governments of Reagan, Thatcher and Mulroney and the rise of the corporate manager as hero elite,
 the distinction between public and private has faded.   Now, we might as easily speak of the tyranny of corporate executives in terms of who controls the new technologies to the detriment of democracy.

In this paper, the question of how a new and still developing technology - automated distant biometric surveillance
 - challenges existing Canadian legal structures will be reviewed.  While the use of consent based biometric identification may in itself raise privacy implications, the scope of this paper is limited to non-consent based uses of biometric technologies.    These tools are described as “automated” as they operate through computer programming.   These tools are defined as being “distant” to distinguish them from consent based systems which require an enrollment process and interaction with a biometric sensor which gathers a template of representative data against which later use of the application will be compared.
  The implications of this technology to society will then be measured against the civil law protections available under common law, statutory law as well as the standards of constitutional protections as set out in the Canadian Charter of Rights and Freedoms.
   Through reviewing these legal constructs, the nature and extent of the Canadian common law and constitutional right or rights to privacy will be canvassed and considered in terms of their practical ability to provide remedial response to this new invasive technology.      The paper shall identify limitations existing in the current law and suggest reforms required to meet the challenge these new technologies pose. 

2.00
Biometric Surveillance

The measurement of the success of any legal structure requires a set of facts against which legal principles and processes are applied.   In this paper, the development of biometric surveillance is used as the touchstone for the ability of Canada’s laws to respond to new technologies which intrude on the experience and expectation of privacy.  In this section the nature and components of biometric surveillance are reviewed.

For over one hundred years, criminal investigators have relied upon the simple biometric of finger print - individuals can be identified by the unique appearance of the residue of the markings left from contact by the tip of the palm side of each human finger.
   While computerized biometric identification by fingerprint, face shape, voice recognition and even body odor have been developed,
 iris recognition is currently recognized as the most reliable form of digital biometric analysis available today.
  The random pattern of markings in the human iris stabilizes by nine months of age, dissolving only on death.    The pattern is not genetically determined, so even identical twins will have different iris patterns.
 Firms are now promoting iris recognition as a tool for use in identification of members of the public in both consensual
 and non-consensual circumstances such as a replacement for PIN identification for credit cards or a means to dramatically increase the security of public places.

Concern over the implications of the potential for invasive application of biometric technology has been expressed.
 Through applying biometric technologies to surveillance techniques, the state can obtain more and more personal information without the consent or even knowledge  of those who are being watched.   Use of camera scanning of public places such as high streets or sports stadiums
 have raised concerns about the gathering and processing of data which in effect can reveal information about the person without their consent through the application of new technologies.  

Surveillance technologies have advanced over the last number of years to the point that the public scanning of faces no longer is connected to a room of screens where people search for activities or persons in whom they have pre-existing interest.    Rather, automation has entered every point of the surveillance to remove human activity and increase the speed and volume of data gathering possible, through the means, for example, of cameras which constantly sweep and collect images without human guidance.    Then, rather than being stored on photographs or video-taped, images are directly acquired and digitally stored in a further layer of automation.
 Once stored in a digital data base, images may be analyzed by image understanding software which can isolate parts of an image in a way that was a purely human experience a few years ago.     Once factors and elements are isolated they can be identified, catalogued and cross-referenced through data mining software.
 

The development and convergence of these separate new technologies is changing making the business of visual biometrics at a faster and faster rate.   Fast automated cameras are being developed which can be described in terms such as the following:

These technologies allows us and our customers to go beyond the traditional frame-based image acquisition, thus optimizing the time needed to obtain and transmit the right information. The iMVS products offer precision and speed. They are typically 5 to 100 times faster than the traditional machine vision systems.

Note this is faster than "machine vision" systems - not human vision. Unsettling comments can be found in response to the implications of the new camera technologies:

Web-driven CCTV (closed-circuit television) and new surveillance cameras, such as Jai Stroboscopic cameras, allow for a blanketing surveillance that was previously impossible. Stroboscopic cameras taking one hundred pictures per second add a new dimension to documenting civil disobedience. Police will not be limited to photographing demonstrations with conventional eight-shots-per-second, SLR cameras or confiscating journalist's footage, but can capture an entire demonstration crowd in mere seconds. 

Another key technological innovation coming into the market is image understanding which is a form of visual artificial intelligence through which gathered visual data may then be automatically analyzed for targets within the image, whether still or moving.  One Canadian company entering this new market, DeepVision Inc., states on its website that its sells an "advanced image understanding technology that converts visual perception principles and organizational laws into representational models and computing functions".
  They state their technology is able to isolate "moving targets from a moving platform".   This might mean an industrial application watching for poorly sealed cans of baked beans on a conveyor belt.  It might also mean watching a crowd on a sidewalk for a specific, known human or one merely falling into pre-determined criteria as viewed from a passing vehicle.   It is worth noting that the technology itself is presented as usage neutral and that surveillance applications are presented side by side industrial or medical use.
   

The advances of automated recognition of human forms requires development in the ability to detected elements within the visual presentation a still or moving camera creates.   Face detection, therefore, is a necessary first-step in face recognition systems, with the purpose of localizing and extracting the face region from the background. Academics have noted successful several applications in areas such as content-based image retrieval, video coding, video conferencing, crowd surveillance, and intelligent human-computer interfaces.
   

The chain of new technologies continues.   Once biometric data is isolated, through convergence with other technologies, it can be analyzed, converged, intentionally cross-referenced
 or later unintentionally data-mined and cross-referenced with other "traditional" forms of electronic data bases
 which may soon or now provide state authorities or even private corporations with a means to create a constantly updated comprehensive record of individuals.  "Data mining" has been defined by the Ontario Privacy Commissioner as:

"a set of automated techniques used to extract buried or previously unknown pieces of information from large databases. Successful data mining makes it possible to unearth patterns and relationships, and then use this “new” information to make proactive knowledge-driven business decisions." 

Importantly, in combination with the creation of new data mining tools, the computation powers of common place devices upon which data mining could occur is exploding.   In his groundbreaking article "Why the Future Does Not Need Us”, Bill Joy stated in 2000:

For decades, Moore's law has correctly predicted the exponential rate of improvement of semi-conductor technology.   Until last year I believed that the rate of advances predicted by Moore's law might continue to roughly 2010 when some physical limitation would begin to be reached.   It was not obvious to me that a new technology would arrive in time to keep performance advancing smoothly.  But because of the recent rapid and radical progress in molecular electronics - where individual atoms and molecules replace lithographically drawn transistors - and related nanoscale technologies, we should be able to meet or exceed Moore's law of progress for another 30 years.   By 2030, we are likely to be able to build machines, in quantity, a million times more powerful as computers of today.

Added to all of this is, of course, the networking capabilities of the intranet which allow any computer to be connected with any other on-line and also with any available data compiled into dossiers.   Justice Iacobucci of the Supreme Court of Canada has noted:

The potentially negative impact of communications technology on personal privacy derives not only from the increasing ease of global communications made possible by the Internet, but results as well from the manner in which networked communication permits wide-scale consolidation of the information contained in numerous databases in both the public and private sectors.  In effect, the increased collection and consolidation of the individual items of personal information results in a form of “creeping surveillance”.   The implications of this surveillance by installment are of particular concern in commercial transactions, given the almost total lack of regulatory controls in the private sector with respect to the permissible extent of information that can be collected, and the uses that commercial organizations can make of this information.

How does society react to the inevitable dangers posed by these dramatic developments resulting from the combination of computer scientists and political or commercial interests?   The coming together of these new technologies act in ways which will subtly render ineffective common means of protecting one's privacy and preserving the autonomy of the individual, a cornerstone of all free and democratic states.      The ability of the laws of each nation to react to protect its citizens from against such harm is not to be taken for granted - the accelerating speed of advances of technology have always posed a great challenge to the glacial pace of protections available under law.   As new  forms of intrusive information technologies develop at an increasingly faster pace, a means in law to challenge the legality and constitutionality of the applications of these advances must be available if democratic societies are to avoid being overwhelmed and fundamentally undermined by their corrosive effects.      

3.00
Privacy and Anonymity

To measure the effect of these new biometric technologies, the nature of the privacy interests they affect must be understood.   McNairn and Scott in Privacy Law in Canada
, provide a number of definitions of privacy which they reduce to two related but distinct concerns:

One concern is for an individual's ability to control the use of information about herself or himself (privacy as information control).   The other is for limiting access to the individual, both mind and body and controlling outside intrusions into socially demarcated private spheres - home, intimate relationships, other private spaces (privacy as a limit on intrusion or accessibility.)

The House of Commons Standing Committee on Human Rights and the Status of Persons with Disabilities in April 1997 published the Report "Privacy: Where do We Draw the Line" which includes within the range of concepts which can be defined as "privacy" a right to be left alone:

"Traditionally understood as the "right to be left alone," in this technological age, privacy has taken on new dimensions.  To experts, privacy is the right to enjoy private space, to conduct private communications, to be free from surveillance and to respect the sanctity of one's body.  To the average Canadian, privacy is a question of power - the ability to control one's personal information and to remain anonymous by choice."  

Under this definition, the loss of physical autonomy and the misuse of information both result in the loss of the capacity to remain anonymous and a consequent loss of control.    The importance of control over both one’s corporeal and informative self is key to appreciating how the expansion of such information technologies can uniquely undermine the individual experience of democracy as the use of distant biometric surveillance confounds the distinction between information and corporeal privacy.   Our face, our blood, our iris and our thermal properties can now be "read" to convey information in themselves.    Through this technology, intrusion can be made upon the body which are also an intrusion on information control.      The two aspects of privacy have merged through their violation.

The reasons to desire anonymity in light of the new technologies are many.   The enjoyment of anonymity in public is a both traditionally a normal experience and now a valid reaction to information technologies.  We do not question the ability to shop in a new city using only cash, sharing no personal information throughout a day's commercial activities.     We do not question the ability to have casual conversations with strangers while on public transportation sharing only the information and opinions we choose to share.    We tolerate as citizens of democracies the right to experience entertainments, rituals and other forms of expression in which we ourselves would not choose to participate.   As soon as we enter the digital, however, perceptions shift.   The concurrent use of anonymizing applications and strategies when using the intranet or e-commerce
 raises public debate due to the passive ability of the media to record transactions and identify participants.  Retaining anonymity when on the internet requires a further step which some may find objectionable as deceptive.
   Behind these objections, among other factors, are commercial interests: the gathering of information on internet users is in itself a matter of great value in both a commercial and security sense.

Biometric surveillance in public places is similar to monitoring of internet activity – except that the activity monitored is not digital.  It is a simple truth that, unless we carry a measure of celebrity, where we once were generally assured that we moved in public, except in hometowns or small communities, unnoticed and naturally anonymous unless we ourselves chose otherwise.    Now, knowing that cameras, microphones and even odor sniffing devices can identify us and monitor our actions automatically, we are not so certain of who is watching and what is being done with the data our mere public presence conveys.   The desire to assert our right to anonymity whether when in public or on the internet is in fact only a desire to assert a condition of human experience which preceded the new technologies.

In addition to the recognition that normal, free human experience includes and depends upon traditional access to anonymity, biometric technologies being employed carry inevitable flaws and cannot be truly relied upon.    For example, a significant number of citizens either lack the body parts biometrics require for performance or simply frustrate the technology with the particular nature of their given body part.
   Further, just as the specific nature of one’s body can frustrate the technology, the technology itself inevitably carries a margin of error which frustrates or, worse, skews analysis.   Where the effect of either source of error is small or otherwise not obvious, social political or corporate trust in the integrity of the application may cause it to misinform its operators and give rise to false positives which are left to the citizen to either explain or suffer the consequences.   

Concerns for the risk to the democratic experience posed by intrusive technologies are not new.    While the first public perceptions that biometric tools may soon serve as profound intrusions into the ability to rely on one's own anonymity, law makers have recognized for generations the risk to privacy posed by new technologies in the hands of the powerful.     In the 1880's, Braneis co-authored with Warren
 an article "The Right to Privacy" in which the use "the right to be left alone." was accepted as one definition for privacy.
 In 1928, the same Brandeis, having become a Justice of the United States Supreme Court indicated in dissent:

Ways may some day be developed by which the Government, without removing papers from secret drawers, can reproduce them in Court, and by which it will be enabled to expose a jury to the most intimate occurrences of the home.

Echoing concerns expressed in the 1604 Semayne's Case,
 and its 400 year old recognition of the sanctity and resulting procedural security of the residence and its documentary contents against unauthorized state intervention, Brandeis foresaw the day that electronic and digital devices may allow the work of the Kings Men to be done without damage to the doors.
 Through biometric surveillance, the day Brandeis feared has come - except personal data need not be expressed in the documents possessed by the person but can be abstracted and analyzed in very the form and behavior of the person watched.   Through audio monitoring and thermal cameras,
 this can even be done directly through the walls of each man's castle.

The Canadian political philosopher George Grant in 1959 warned of the reliance on technologies to define "the Good" in English-speaking democracies.   He found that one danger to democracies was the tendencies of modern society to define and administer the individual by the instruments of mass culture.
 Where changes or expansions of technologies and science occur there is often a concurrent pressure, often unconsciously experienced, to adapt society to incorporate them.   This pressure may arise from excitement in the new, commercialization interest or an over active respect for progress.    Due to the constancy of innovation, these pressures, though in flux, are ever renewing.   Opposing such pressures are democratic principles which reflect the absolute of human dignity.   These democratic principles, in the Canadian democratic framework, are expressed in our Charter of Rights and Freedoms.    The interest in that part of privacy which is anonymity is one such democratic principle protected by law.   For these and other reasons, the desire to resist the intrusion of this new technology is real.    They may well fundamentally effect the relationship individuals have with public and private authority if employed widely.    

For purposes of this paper, the right to privacy will be defined as that part of privacy which is the right to have our appearance left alone and free from surveillance regardless of capacities of technology.   It is this aspect of privacy which will be measured against legal and constitutional standards as well as the intrusiveness of the new biometric technologies.

4.00
Common Law and Statutory Remedies

In order to establish the nature of the subject matter of the right to privacy and anonymity in the presence of the capabilities of biometric surveillance, it is useful to consider the way in the law in Canada characterizes appearance or visible activity as a right immune from certain classes of activities by others.  The forms of law to be reviewed include:

i.
Appropriation of Personality

ii.
Tortious Invasion of Privacy

iii.
Human Rights Legislation

iv.
Privacy Legislation
4.10
Appropriation of Personality

In Canada, the most direct form of remedy in relation to personal appearance exists under the tort of appropriation of personality.    While, however, the right to control of the use of one's own appearance has been recognized under this tort, its remedy is only available in certain circumstances where appearance gives rise to marketable value.
   

In Horton v. Tim Donut Ltd.
 the widow of one of Canada's most famous ice hockey players, who started a pastry and coffee restaurant chain prior to his death, sued the successor owners for use of the likeness of Tim Horton.   The Court cited a United States ruling from 1981, Presley v. Russen,
 to contrast the use of the image of another for free speech purposes, described as a social function,
 as compared to commercial exploitation.   It was held that the development of the restaurant chain was tied so closely to the image of the hockey star - including through trademark registration - that use of his image had become, on his consent, the image of the commercial opportunity. Importantly also, his appearance was only his image and not something in which his surviving relatives could have an interest he having so disposed of the interest in his own life.
 

A grant of consent is not necessarily absolute.   While one can consent to the transfer of commercial use of one’s image, there can be situations of consent where the scope of use of the image of the person is not included in the consent given.
 A model who did not know that the image she posed for in a bathing suit would be used in a poster campaign.   The use of her photograph unexpectedly in widespread commercial publicity founded the claim:

"...her anonymity was not protected since her face was clearly recognizable from the photos...The right to safeguard one's dignity and to respect for one's private life must include the right to prevent photos of one's semi-naked body from being displayed to the public for commercial purposes without one's prior consent."
 

In Joseph v. Daniels
 the nature of the claim of appropriation of personality was described as follows:

...it is the unauthorized use of a name of likeness of a person as a symbol of his identity that constitutes the essential element of the cause of action.   The cause is proprietary in nature and the interest protected is that of the individual in the exclusive use of his own identity in so far as it is represented by his name, reputation, likeness or other value...

In Joseph v. Daniels, a couple objected to the commercial use of a photo of them together in a pleasant scene.  As the photo of the plaintiffs in question was not clear and was not used to associate the persons personally in the photograph with the advertised product but only as a generic "couple", no appropriation of personality was found by the Court.
  The appropriation may be particular to the person who the likeness simply "symbolizes".  This was the case in Athans v. Canadian Adventure Camps Ltd. 
 in which a "trademark" pose of a famous water-skier - in the form of a silhouette - founded the basis for a successful claim in appropriation of personality.    The impugned use of an image must also not be used merely for satisfying public interest in knowing more about the person photographed.   There is an educational and journalistic exception to this tort which applies even though the preparation and sale of the public interest information is a commercial activity – such as a book about an artist.
 

Only the commercialization interest in one’s appearance is protected through this tort.
    The appropriation at issue under this tort, then, is only the appropriation of the exclusive right to endorse for financial value.    As a form of legal remedy for misuse of an economic interest, the tort does not provide a basis for defining the democratic right to anonymity.   Non-economic appearance is not protected. “Personality,” then, can actually be considered to be the opposite of “anonymity” as it only recognizes an interest where that interest is shared publicly in a way that makes it a commodity.   Canadian society cannot, then, be protected generally against misuse of one's image through biometric surveillance by others under the tort of appropriation of personality.

4.20    Tortious Invasion of Privacy

The tort of invasion of privacy may be founded either in statute or in the common law.   Four common law provinces
 and Quebec all provide a statutory basis for the tort of invasion of privacy.  McNairn and Scott have stated that the privacy right under each statute is heavily qualified.
 Each of the four common law provinces provide protection against surveillance but then limits it by the reasonableness of the circumstances such as its conspicuousness and the willfulness of the watcher
 as well as the provision of defenses such as public interest and defense of property.
   The factors limit the utility of the tort as a response to covert surveillance for public purposes as might be the case in a situation of state use of biometric cameras.     Compounding the restricted nature of this privacy protection, as the there no a harmonized approach to the statutory form of the tort and as the majority of the Canadian population receives no benefit from such statutory provisions, the statutory form of tortious invasion of privacy is a limited remedy for our purposes.

As with statutory torts, the common law tort suffers from critical limitations.   Common law cases have been few and suffer from the tort being described in combination with heads of relief without each being described by the court.  Two cases illustrate this form of the tort in the circumstances of visual surveillance.    In Lipiec v. Boras,
 neighbours removed a fence and introduced a camera to watch the Plaintiff gardening activities.  The Court held:

The defendants have counter-claimed for damages for trespass and nuisance.  In my view the plaintiffs' conduct has been unacceptable.  They have greatly reduced the defendants enjoyment of their property, both before and after construction.  The removal of the fence and the erection of the commercial type surveillance camera was an intentional invasion of the defendants' right to privacy.  I have no hesitation in accepting the evidence of the defendants that their use and enjoyment of their rear yard has been destroyed by the conduct of the plaintiffs. Courts are slow to find liability solely on the basis of watching and surveillance but:

 ... there is considerable authority which could support redress against overlooking or spying on the premises of others for the sole purpose of causing annoyance in circumstances like the Balham Case.  [See The Law of Torts, John G. Fleming, 8th Ed. p. 604.] 

Intentional invasion of privacy has also been recognised as actionable in Ontario in several cases.  See Roth v. Roth (1991),  4 O.R. (3d) 740 (Gen. Div.); Saccone v. Orr (1981),  34 O.R. (2d) 317 (Co. Ct.); S. & A. Nagy Farm Ltd. v. Repsys,  [1987] O.J. No. 1987 (Dist. Ct.).  The facts support such an award here I estimate a reasonable compensation for this nuisance would be in the amount of $3,000. 

In Mavis v. Lavoie
 owners of an inn who made a TV cooking program as well sued a newspaper publisher over use in an advertisement of a photograph prepared for and used by the plaintiffs in promotion of their inn and program.   The Court found that the tort of invasion of privacy existed but failed as the Plaintiffs were not identifiable in the photograph.   The court only referenced as authority the ruling of a British Columbia Provincial Court ruling Corlett-Lockyear v. Stephens
 a court of similarly low standings to the New Brunswick Small Claims Court.

As these common law cases are unappealed lower court trial decisions and as they are simply limited in number, their value is not persuasive in terms of the recognition of a robust remedy of invasion of privacy which a Plaintiff's counsel could recommend as a means by which to obtain court relief.   Further, there is the clear difficulty the court has in distinguishing the tort from other more commonplace remedies such as nuisance which further undermines the utility and even recognition of the action.    For a reliable and robust recourse in law against biometric surveillance, plaintiffs in Canadian would be well advised to look someplace other than an action in tort.

4.30
Human Rights Legislation

One fear of the use of biometric surveillance is that it can be used for racial profiling.    Through use of the new technologies, the state may be able to isolate classes of persons based on their ethnic heritage where that heritage becomes in itself, rightly or wrongly, a factor in an investigation.      The Dutch data protection registrar, the Registratiekamer, has indicated that biometric identification through fingerprints can be particularly sensitive to race.
  Other forms of racial profiling through automated biometric surveillance such as facial scanning or eye patterns are easily imagined.     The source of remedy for certain wrongs based on one's ethnicity in Canada is through the processes of human rights law.   In this section, a brief review of the capacity of human rights law to address the challenge of biometric technologies is made. 

In Canadian usage, a somewhat gentle euphemism for racial group is "visible minority".   Under this term, racial minorities are not described as being of a people but as appearing to be of minority group as determined from the vantage of the majority group.  In this way, Canadians describe the presence of a person of another race as a subjective experience - that person looks different and so therefore is not like me. 
   Under this term, the subjectivity of the discriminator is key out.   If one does not visually recognize  the racial group as distinct from oneself, then the definition serves to limit the scope of who is in a racial group.   At best, a product of euro-centric naivete, the subjectivity of is - for practical purposes - from the point of view of the northern European: he who is visibly different is he who is not "white".
 
   

This majority-based way of looking at the question has entered official usage and is accepted in the political debate
 and legal discourse.
 Section 718.2 of the Criminal Code, for example, introduced by amendment in 1995, makes criminal activity based on the subjective bias of the criminal against “visible racial minority groups” an aggravating factor at sentencing.
  Currently, it is reasonable to state that racial profiling by the state occurs in Canada without the use of the new technologies.
   The activity complained of in the recently settled Pieters case before the Canadian Human Rights Tribunal is the determination of suspicious circumstances at border crossings by customs officers relying on their own subjective opinions.   In accepting the case for hearing, the Tribunal accepted that there were grounds for the complaint.

The use of biometric surveillance in profiling is merely an automated process of such race-based thought: through analyzing the pattern or facial dimensional ratios and skin tones, the computer can link appearance to race and participate in the creation of a “profile.”    Interest in the use of such technology has risen since 11 September 2001 as has concern for its human rights implications.  On 27 September 2001, by letter,
  executives of the American Civil Liberties Union warned the US Secretary of the Department of Transportation, Norman Y. Mineta, against use of biometrics to engage in race-based profiling in an effort to increase airport security.     The ACLU cited both the inaccuracies inherent in non-consensual biometric tools as well as the great risk posed they pose to personal liberties as grounds to consider such biometric profiling unconstitutional. 

As a tool for a practical response to biometric surveillance, human rights law should provide a response to the use of biometric technologies where that use is based on racial profiling.  There are, however, internal procedural and comparative institutional limitations which restrict their effectiveness:

1.
Procedurally, human rights tribunals are administrative bodies which do not have inherent jurisdiction.  Their process and jurisdiction is established by statute which involve both bureaucratic speed and limited remedy.   As a result, they do not, for example, generally have to powers to provide punitive damages or equitable relief such as injunctions.
    Such powers are required to respond to the speed at which information technologies impose;

2.
Institutionally, they are considered effect "lesser courts" which do not carry the moral and practical weight of judicial proceedings
 - while they may, for example, grant orders based on the Charter of Rights and Freedoms if granted the specific authority
, the authority in precedent of such orders stands much lower than that of a court.    Their investigatory powers are subject to their budget which is externally provided.    They are also tribunals of general application which are not specifically mandated to respond to issues of information technologies and personal privacy.    The are not particularly apt for the specific problems information technologies pose; and

3. Further, while they do apply to both the public and private sectors under their given jurisdictions, jurisdiction is still activity specific.   Human rights codes bar discrimination in specified areas such as the provision of a service, in employment or in housing but they do not bar discrimination generally.
   Biometric surveillance does not pose its greatest risks within such transactional relationships.

The effect of such factors is that while human rights tribunals are capable of forming a response to biometric technologies, their speed of response combined with the quality and capacity of investigation are limited to such a degree that their practical effectiveness is in great doubt.

4.40
Data Protection Legislation

In response to the Guidelines on the Protection of Privacy and Trans-border Flows of Personal Data developed by the Organization of Economic Co-operation and development in 1984 and the Directive on the Protection of Individuals with Regard to the Processing of Personal Data and the Free Movement of Such Data adopted by the European Union in 1985,
 the Federal Government of Canada and many of the Provinces have introduced a variety of legislative instruments which provide different forms of protection for personal data in different aspects of personal life.   The Federal Government has brought in two main pieces of legislation, the Privacy Act,
 dealing with information in the public sector and the Personal Information Protection and Electronic Documents Act ("PIPEDA")
 concerning personal information in the private sector.
 

Each of the ten provinces have brought into force responses which range in their degree of comprehensiveness from Quebec's paralleling of the Federal public and private statutes,
 through the range of provincial freedom of information and protection of privacy ("FOIPOP")
  to specific statutes which address sectoral information banks, such as health care information
 or consumer credit information
  and which provide different levels of powers to administering officials.     Like a human rights tribunal, the Federal and Provincial Privacy Commissions are administrative tribunals empowered with investigatory and remedial powers which are limited in their power by statutory authority provided to them by their respective legislatures.     For purposes of this paper, the practical ability of these acts to address the challenge of a new technology such as biometric surveillance will focus on the Federal PIPEDA and Privacy Act with reference to privacy statutes and FOIPOP statutes as warranted.

The first challenge biometric surveillance poses to any form of personal information protection legislation is whether the technology is even included in the substantive jurisdiction of the given statute.    Long and Morin point out that in early drafts of PIPEDA, the definition of personal information was restricted to information "that was recorded in any form."
   Such a wording had it remained in the Act would have only provided protection for personal information "records" in the private sector.   The term "record" is now defined as:

any correspondence, memorandum, book, plan, map, drawing, diagram, pictorial or graphic work, photograph, film, microform, sound recording, videotape, machine-readable record and any other documentary material regardless of physical form or characteristics and any copy of any of those things

which is distinct from that for "personal information” which is defined as:

information about an identifiable individual, but does not include the name, title or business address or telephone number of an employee of an organization.

The distinct definition of record and personal information confirms a conceptual distinction between media and content and brings Canadian legislation more in line with the wording of the European Data Protection Directive.
   Under that Directive, the Dutch data protection registrar, the Registratiekamer, has stated:

...biometric data can always be considered as information relating to a natural person as it concerns data which provides, by its very nature, information about a given person.
   

This distinction should be considered as important to biometric technologies as recognition and protection of direct streaming data stripped of the media upon may or many not be “stored” as a “record.”  Current drafting allows for the inclusion of such ”streaming” surveillance under PIPEDA.   Further, as it possible through the use of present technology to consider one's face, voice, gait, habits in themselves a direct source of data requiring no abstraction and documentary presentation for analysis - my face must now in itself be considered a barcode, a record of information about information.
 Removing the need for a recorded media is important and may become more so as technologies advance.

While PIPEDA provides assurance that technologies which may not create a traditional media-based "record", other statutes do not provide such clear indication that the technology is even included in their scope.  For example under the Federal Privacy Act, "record" is defined as "information about an identifiable individual that is recorded in any form.
   By relying on drafting such as this, which does not anticipate new technologies,  but rather relying on what are essentially paper based concepts of information, legislators already effectively lag behind digital technologies which define and process data in new and more intrusive fashions.

Further, while PIPEDA may be relied upon to covers non-record based forms of technologies, it also includes situational exceptions which effectively excuse the state from compliance in a broad range of circumstances.  Under section 7(3)(c.1) of PIPEDA, disclosures of personal information made to the government are acceptable in a variety of circumstances of national security, law investigation and enforcement and even the administration of the law.  It is difficult to think of an aspect of citizen and state relationship which might not qualify as falling into one of these categories.  In addition to the wide open ability of the state to excuse its receipt of such data, collection of personal data is permitted without the consent or knowledge of the subject of the information where it is reasonable to expect that the collection with the knowledge or consent of the individual would compromise the ability or the accuracy of the information and the collection is reasonable for purposes related to investigating a breach of an agreement or a contravention of the laws of Canada or a province.

Use of a "reasonably related" standard cannot provide persons within Canada with much of an assurance that a preventative approach to dealing with a contravention of law is being used.    Long and Morin suggest that this clause requires a "clear reason to believe" exists before collection can occur.
  McNairn and Scott see the meaning as broader, allowing "for the indirect collection of personal information" when a breach is being investigated.    While McNairn and Scott cast doubt that mere suspicion cannot trigger this exception,
 one can question their understanding of when a investigation is triggered.    One would presume it is only upon the presence of suspicion.    A higher level of belief such as reasonable certainly would not trigger investigation but – in criminal law terms - a charge or arrest or under PIPEDA, a Report and Commissioner brought action to the Federal Court.
      

Finally, in addition to questions of whether specific statutes include non-records based personal information processing and whether exceptions exist for government purposes, the breadth and flexibility of the each statute's remedial structure has to be considered to determine whether they provide a practical response to the challenge of new technologies such as biometric surveillance.   PIPEDA  provides the Privacy Commissioner with the power to investigate and audit on the complaint of individuals and upon the determination of the Commissioner to make a Report.  These are important and intrusive inquisitorial powers against the operations of parties which might hold personal data.   

After evidence is gathered, however, the powers of the Commission wane.   PIPEDA provides a vehicle for complainant to the Federal Court but only after the Commission has investigated and made a Report.
    This process of report making is permitted to take up to a year and "the Commissioner has no direct power to compel organizations to act on the findings or recommendations contained within a report".
    Further, entities or persons against whom a complaint, investigation or audit is brought do not have access to the Federal Court, only complainants and the Commissioner.
  

In addition, PIPEDA provides offenses
 for obstructing the Commissioner, destruction of evidence
and actions against whistle blowers.
    It does not, however, provide for an offence for breach of the substantive personal information protections themselves.    Nor does it provide for an enforcement mechanism such as provided under section 40(1) of the United Kingdom’s Data Protection Act 1998,
:

    40.
(1) If the Commissioner is satisfied that a data controller has contravened or is contravening any of the data protection principles, the Commissioner may serve him with a notice (in this Act referred to as "an enforcement notice") requiring him, for complying with the principle or principles in question, to do either or both of the following-

(a) 
to take within such time as may be specified in the notice, or to refrain from taking after such time as may be so specified, such steps as are so specified, or 

(b) 
to refrain from processing any personal data, or any personal data of a description specified in the notice, or to refrain from processing them for a purpose so specified or in a manner so specified, after such time as may be so specified.     

This power of enforcement expressly contemplates the steps specified can include the rectification, blocking, erasure or destruction of any inaccurate or other data
 and may require that these steps be taken within as little as seven days
 from the service of the notice.  These powers were available to the Data Protection Registrar prior to the coming into force of the Canadian PIPEDA.   One must presume the decision to disallow similar powers within the Canadian regime was intentional.

The powers of the Federal Privacy Commissioner are even weaker when dealing with the Federal Government as the data processing entity.   Under the Federal Privacy Act,
 the Commissioner again has broad investigatory powers but only the power to recommend to a Federal department changes that it should make to comply with the act.   In response to the report of the Commissioner, the head of the Department may respond by advising of actions it has taken or by informing the Commissioner that no changes will be made and why.
 At this point, the Commission can only direct the complainant to an action before the Federal Court.  Again, as under PIPEDA, the Privacy Commission has no real powers of enforcement against a body which possesses personal information in relation to individuals.     Under section 41 of the Privacy Act, the Federal Court action is only available were access to information has been refused
 and not where, for example, a correction to data has been requested and refused.

The lack of a focus on enforcement in Canadian privacy legislation at both the Federal and Provincial level have been noted.     In a speech given on June 5, 2001 at Toronto, Ontario to Trans-Union of Canada, George Radwanski, Privacy Commissioner of Canada stated:

I generally take a non-confrontational approach.  As an ombudsman, I try to resolve the Complaint through mediation and discussion.   I do have considerable powers, however—the law does have teeth.   I can subpoena witnesses, and, if necessary, enter and search premises. But in 20 years of administering the privacy law for the public sector, my office has never had to use those powers, because voluntary cooperation was always forthcoming.  I very much hope that will be the case with the private sector as well.
 

The perception of the present Privacy Commissioner of his own powers - or lack thereof has even been the object of public discussion.   In his column in the national newspaper The Globe and Mail, Michael Geist recently wrote:

Kicking off a two-day conference that brought together officials from provincial privacy commissions, corporate chief privacy officers and privacy law practitioners, the commissioner began by noting that “you’ll be hearing a lot of opinions over the next couple of days about what the act means and how it works,  As interesting as those may be it’s important to always keep in mind that, because of the role given to me under the act, I and my office are really the only authority who can give you definitive readings on the act.”

...from a legal perspective he is wrong.   While Mr. Radwanski indeed has the power to interpret Canada’s privacy law when complaints are launched, he does not have the power to definitively decide anything.    Rather, Canada’s privacy law requires the commissioner to issue a report of his findings.  The parties to the complaint are then free to apply to the Federal court for a heading on the matter.  In other words, it is the Canadian Courts that ultimately provide the definitive interpretations of the act, not the commissioner.

A Provincial counterpart of Mr Radwanski's recently portrayed his own powers with far less cheer than apparently the Federal Commission would.    At a seminar held on 22 March 2002 in Halifax Nova Scotia,
 Darce Fardy, the Review Officer for the FOIPOP for the Province of Nova Scotia simply stated that under his mandate, he has no real powers to enforce privacy interests.   In his 2000 to 2001 Annual Report, he made the following complaint:

It is obvious to me, as it is to others, that Nova Scotia needs a Review Officer mandated to investigate privacy complaints and to be consulted on government plans with a possible impact, as well as to review access to information decisions.

In the end, the realities of the confederal system of the Canadian constitution places limits on the present ability of the Canada’s personal data protection laws to provide comprehensive and practical to the new invasive technologies.   While the various classes of statutes reviewed in this section do have the specific goal of protecting privacy and while the national harmonization of standards throughout Canada under section 30 of PIPEDA will bring all private sector transactions under provincial jurisdiction, serious gaps in the ability to use these laws to comprehensively protect personal data still exist.    PIPEDA and all such private sector statutes at the provincial level only apply to commercial activities.    Activities which are not for profit are not included so that, for example, hate motivated profiling and data proceeding are not be included.   The remedial powers under PIPEDA are weaker than is need be and there are many exceptions for government activities within the private sector.      

4.50   
Limitation of common law, statutory and administrative protection

This review of a number of legal structures the legal tools indicates a haphazard approach to remedial tools which may be required to respond to the new biometric technologies.     The ability of the common law and the data protection statutes enacted by governments at both the Federal and Provincial level to provide a response to the challenges new intrusive technologies such as biometric surveillance pose should not provide great assurance to the general public that their interests are being protected.

5.00
Constitutional Remedies

In light of weak common law and legislative powers to address new privacy technologies, it is important to review whether there are constitutional protections which have yet to be fully expressed in law which may provide the protections otherwise presently lacking.     Constitutional law is the law prescribing the exercise of power by the organs of the State.
  The Charter of Rights and Freedoms
 is that part of the Constitution of Canada which conveys civil liberties in relation to the acts of the state.

The need to consider the constitutional right to privacy has become increasingly important in recent months.   Since the terrorist attacks on the United States of 11 September 2001, legislative responses have shown that what level of privacy protection Canadians enjoy under statute are prone to drastic state interference.     On 16 October 2001, amendments to PIPED were introduced as part of Canada's new Anti-Terrorism Act, Bill C-36.    As part of that omnibus bill, amendments were introduced which allowed the Attorney-General of Canada at any time to personally issue a certificate that prohibits disclosure of information for the purpose of protecting international relation or national defense or security.   

As PIPED is a statute providing the private sector with regulation of his handing of personal information, the opportunity for certificates to be issues at the ministerial level for purposes of "security" challenges the right of privacy in circumstances when the issues are most contentious and the right most at peril.    Concerns to this effect were issued by the Federal Privacy Commissioner two days later.   He pointed out the process provided for no audit of the exercise of the certificate by the private sector entity involved and might also allow for sweeping certificate issuance covering all private sector partners of Ministries such as the Royal Canadian Mounted Police or the Canadian Security Intelligence Service.
 As was shown in the pre-Charter experience of the Federal Bill of Rights, rights and freedoms which remain unentrenched in the constitution are subject to the ability of legislators to curtail them through statutory amendment.
 As such, they are conditional.   

The experience since the Charter has provided a different legacy.  Through the slow analytical advances of trial and appellate courts throughout the country, both the scope and particular application of the protected rights have been articulated.   While there is a power to override the findings of the Courts through evocation of section 33, it is a power that has been sparingly used in large part due to the political consequences of doing so.    A review of the constitutional right to privacy, then, is a review of an absolute yet to be 

particularized.

5.10
Relevant Constitutional Rights

The Canadian Constitution is a collection of written and unwritten principles.
     The protection personal freedoms and rights as against the state were captured in writing when they were made subject to the provisions of the Charter of Rights and Freedoms adopted in 1982.   The protection of privacy rights under the Charter falls under a number of sections.  Sections 7 to 14 of the Charter set out certain legal rights.  

Section 7 states:

Everyone has the right to life, liberty and security of the person and the right not to be deprived thereof except in accordance with the principles of fundamental justice.

Section 8 provides

Everyone has the right to be secure against unreasonable search or seizure.

Generally, section 8 has been considered the portion of the Charter which protects individuals against state intrusions against their personal and informational integrity.
 Section 7, however, has been recently interpreted in an expanded manner which suggests it, too, may carry privacy protections not necessarily found in section 8.
     

In its Third Report published in April 1997, the House Standing Committee on Human Rights and the Status of Persons with Disabilities found that no clearly defined constitutional right of privacy existed in Canada.
  Since that date, certain advances have been made in constitutional law which may provide grounds for hypothesizing a means by which at least aspects of privacy might come to be expressed in the Canadian Charter.  In this section, the author will review whether the views of the Committee were warranted and, if they were, constitutional position of privacy has changed significantly since 1997.

5.20
Section 7

It is important at the outset to point out that - just as we shall see in relation to section 8 - there is an express balancing of interests framed within section 7.   McNairn and Scott state:

Any right to privacy under section 7 of the Charter is not, of course, absolute any more than it is under section 8 of the Charter.   While intrusions upon an expectation of privacy may occur under section 8 if they  are unreasonable, intrusions upon an expectation of privacy may occur under section 7 if they are in accordance with the principles of fundamental justice.   If an intrusion is reasonable in the sense of section 8 of the Charter, it may be expected that it will be treated as in conformity with the principles of fundamental justice in the sense of section 7.
   

While neither section 7 or 8 provide absolute rights, the two rights, however, do differ in the nature of the substantive promise each provides.    Under section 8, the right is a right from something, a protection against.  Section 7 is, on the other hand a positive statement, a right to something.  Further, section 8 is a specific right from - the right from forms of the actions of searching and seizing.   Section 7 is more general, enshrining the

right to three general principles: life, liberty and the security of the person.      Also, section 8 rights are enjoyed by corporations as well as people, while section 7 rights apply only to human persons.
 These differences - more than the similarities of the sections - have been the basis for the greater development of the understanding of the relationship each as to the right to privacy.  Charter rights are rights confirmed in the review of the question of their violation - it is far easier to identify in a given fact situation a search as opposed to a breach of liberty.    The first identification is a determination of fact, the second the determination of a principle.    As a result of these factors, the creation of a body of rulings on the privacy content under section 7 have clearly lagged behind those under section 8.   Nonetheless, there has been in a number of Supreme Court of Canada rulings and as well in lower courts what MacIsaac, Shields and Klein call an expression 

of "sympathy for the notion that section 7 protects a right of privacy".

Interestingly, there has been some disagreement as to where within section 7 the privacy right might be located.   In an early Charter ruling from 1983 in R.L. Crain Inc. v. Couture
 from the trial level Saskatchewan Court of Queen's Bench, it was observed that

the phrase security of the person includes a right to personal dignity and a right to an area of privacy or individual sovereignty into which the state must not make arbitrary or unjustified intrusions.

Likewise, ten years later, the Supreme Court of Canada in Rodriguez v. B.C. (A.-G.)
 stated:

security of the person has an element of personal autonomy, protecting the dignity and privacy of individuals with respect to decisions concerning their own bodies.

However, in cases such as Morgentaler, Godbout, and Blencoe the Supreme Court of Canada has described a "sphere of autonomy" under the liberty right which includes an aspect of privacy.    In the 1988 minority decision of Wilson J. in Morgentaler,
 it is stated that “this right, properly construed, grants the individual a degree of autonomy in making decisions of fundamental personal importance”.     

In the ruling in Godbout v. Longueuil
 nine years later in 1997, LaForest J and two other judge's assert again the idea of a sphere of autonomy in the context of a ruling split among so many judges that it provides no clear authority on the point. LaForest J. defined the sphere of autonomy as:

those matters that can properly be characterized as fundamentally or inherently personal such that by their very nature, they implicate basic choices going to the core of what it means to enjoy individual dignity and independence. 

In the ruling in Blencoe v. British Columbia (Human Rights Commission)
 from 2000, a narrow majority of the Supreme Court identified the recognition of the right to make choices about where to live and about how to raise one's children as examples of the content of the sphere of autonomy
.   The Supreme Court identifies this autonomy right as a right to decide.   Can it contain a right to decide to remain anonymous despite being physically in view?     Does it allow ourselves to control the use of our appearance as a data gathering process?    There are as yet no cases on point.     

The power to restrict use of appearance is an aspect of the right to anonymity.    The existence of this right as been discussed in Charter cases in two ways. First, as a reasonable aspect of informer privilege where an agent of the state provides a tip against an accused but does so without identifying him or herself. The Charter analysis has been used to consistently protect the anonymity of one class of person within society - the police informers.
   Police Informers are entitled to a privilege as against disclosure to the defense in a prosecution.   Courts balance the relevance of the identity of police informers against the prejudice to the informer and to the public interest in law enforcement which disclosure would create.

Second, by way of a comparison of the right to privacy under the Canadian Charter and that of the Province of Quebec which relates to the particular circumstances of the Canadian constitution and the Province of Quebec.   The Province of Quebec has refused to endorse the repatriation of the Constitution since 1982 and relies on analogous but significantly different instruments.
    In the Godbout ruling, the Supreme Court of Canada considered the Quebec Charter and anonymity as a form of privacy and held that: 

The Quebec courts have clearly recognized that, in appropriate cases, such things as confidential or personal information will be found to enjoy the protection of s. 5 of the Quebec Charter...I have no doubt that the decisions mentioned, so far as they go, accurately express part of what is captured within the scope of a right to "respect for [one's] private life".  In my view, however, the respondent is correct in claiming that the ambit of the right to privacy has not yet been fully delineated and that other aspects of "private life" may, as cases arise, be found to enjoy the protection of s. 5.  In my view, one of those other aspects is that narrow sphere of personal autonomy within which inherently private choices are made.

This view finds confirmation, inter alia, in Valiquette, supra, at p. 36, where Michaud C.J.Q. (speaking for a unanimous panel of the Quebec Court of Appeal) stated:

[TRANSLATION] The right to one's private life, which is considered one of the most fundamental of the personality rights . . . has still not been formally defined.    It is possible, however, to identify the components of the right to respect for one's private life, which are fairly specific.  What is involved is a right to anonymity and privacy, a right to autonomy in structuring one's personal and family life and a right to secrecy and confidentiality. [Emphasis added; citation omitted.]

I endorse the views expressed by Michaud C.J.Q. and find, accordingly, that s. 5 of the Quebec Charter protects, among other things, the right to take fundamentally personal decisions free from unjustified external interference.  But as in the case of the Canadian Charter, where I found that the sphere of autonomy protected by the liberty interest in s. 7 is narrowly circumscribed, I am of the view that the scope of decisions falling within the sphere of autonomy protected by s. 5 is similarly limited; viz., only those choices that are of a fundamentally private or inherently personal nature will be protected.

In making the contrast, the Court is clearly supporting the position that the Quebec Charter provides a broader right to privacy than found in the Canadian Charter and that, of the two, only Quebec’s characterization of the right includes a clear right to anonymity.

In the end, the cases are so early in the development of the scope of the right that there is not expression of a methodology of analysis to be applied when assessing whether privacy rights under section 7 have been violated.
  The question of whether choices in relation to anonymity can be found in section 7 of the Charter then cannot be made in the subject to a test in the same way as will be shown to be available under section 8.   At this point, all than can be said, as has been said of the right to privacy generally, it that "it may very well be that constitutional protection of the right of privacy may not be limited to the protection afforded by section 8.
   If this is the case, then section 7 may yet be found to contain the right to anonymity given the right case upon which to found such a decision.

5.30
Section 8

a.
Test to be applied

Section 8 guarantees everyone a broad and general right to be secure against unreasonable search or seizure.   A search will be reasonable if it authorized by law, the law itself is reasonable and the manner in which the search was carried out was reasonable.
 The Supreme Court of Canada has noted that, as a general proposition, surreptitious electronic surveillance of the individual by an agency of the state constitutes an unreasonable search or seizure under s. 8 of the Charter and stated that if one is to give s. 8 a purposive meaning, one can scarcely imagine a state activity more dangerous to individual privacy than electronic surveillance and to which, in consequence, the protection accorded by s. 8 should be more directly aimed.
 The Court noted that the danger is not limited to the individual within the state but the very nature of the state itself:

The very efficacy of electronic surveillance is such that it has the potential, if left unregulated, to annihilate any expectation that our communications will remain private.  A society which exposed us, at the whim of the state, to the risk of having a permanent electronic recording made of our words every time we opened our mouths might be superbly equipped to fight crime, but would be one in which privacy no longer had any meaning.  As Douglas J., dissenting in United States v. White, supra, put it, at p. 756:  "Electronic surveillance is the greatest leveler of human privacy ever known."  If the state may arbitrarily record and transmit our private communications, it is no longer possible to strike an appropriate balance between the right of the individual to be left alone and the right of the state to intrude on privacy in the furtherance of its goals, notably the need to investigate and combat crime.

The methodology for the consideration of the privacy interest is fairly developed under section 8 jurisprudence.   In R.v. Edwards,
 the Supreme Court of Canada summarized the factors to be considered in determining a reasonable expectation of privacy exists such to find that an agent of the state might breach the right to be free from unreasonable search:

1. presence at the time of the search;

2. possession or control of the property pr place searched;

3.
ownership of the property or place;

4.
historical use of the property or item;

5.
the ability to regulate access, including the right to admit or exclude other from the place;

6. 
the existence of a subject expectation of privacy; and 

7.
the objective reasonableness of the expectation.

In this section of the paper, analysis of the ability of section 8 to respond to the challenge of biometric surveillance will be reviewed in the context of three aspects of the Edwards test: the ownership of the place where the date resides, the subjective expectation of the data subject and the objective reasonableness of that expectation.

b.   Ownership of place date resides

While this test has been framed in term of a physical space or object, a lower Court has recognized that the record of an image of a person is an asset to which an expectation of privacy could attach.   In the case R. v. C.G.
 a woman, at the time of a separate from a common law spouse, found video tapes of herself engaged in explicit sexual activity while apparently unconscious.   She charged the spouse with sexual assault and the video tapes were the sole evidence.   The Court had to determine whether she was an agent of the state in taking the tapes and whether she had a property interest in the tapes.  The court found that she did and that her privacy had been violated by the making of the tapes without her consent.   As a result, the privacy interest in the tapes which might support a defense for her common law spouse of unreasonable search and seizure was unfounded.   Whatever privacy interest existed in the image was hers.

The privacy interest in a data seizure where the information owner was unaware of the seizure was also reviewed recently by the Supreme Court in the case.  In R. v. Law,
 a safe stolen from a business was found by the police who recovered records which indicated and were used to support a charge of tax evasion.  In framing the issue of the privacy interest and the reasonableness of the search and seizure of the records by the police the court stated:

This Court has adopted a liberal approach to the protection of privacy.  This protection extends not only to our homes and intimately personal items, but to information which we choose, in this case by locking it in a safe, to keep confidential: Dyment, supra, per La Forest J., at p. 429.  As a 1972 task force on privacy and computers noted, informational privacy "derives from the assumption that all information about a person is in a fundamental way his own, for him to communicate or retain ...as he sees fit": Privacy and Computers, Report of the Task Force Established Jointly by the Department of Communications / Department of Justice (1972), at p. 13. While this may be less true of commercial documents than personal ones, this distinction has historically been applied to the regulatory sphere and carries its own limitations: 143471 Canada Inc. v. Quebec (Attorney General), [1994] 2 S.C.R.339. In other contexts, a proprietor's control over confidential business documents implicates his individual autonomy and, in turn, "has profound significance for the public order": Dyment, supra, per La Forest J., at p. 427.

Courts have, to be sure, recognized situations where it is unreasonable to expect personal property or information to remain private.  It has been held that an individual can effectively abandon his own property by relinquishing any privacy interest in it: see Stillman, supra.  It has also been implied that where the police recover property that has been cast off or stolen, they may infer it has been "abandoned" for the purposes of their investigation: R. v. LeBlanc (1981), 64 C.C.C. (2d) 31 (N.B.C.A.), cited in Dyment, supra, at p. 435; see also, United States v. Procopio, 88 F.3d 21 (1st Cir.1996).  Without more, however, the mere fact that the police recover lost or stolen property is insufficient to support an inference that the owner voluntarily relinquished his expectation of privacy in the item. 

If the recorded image of a person - a secondary form, a image or reproduction of an individual - is something over which the person has an expectation of privacy as found above in R. V. C.G., does the unique physical appearance - the primary form - a person provides to the world through their biological existence when moving in a public space constitute a matter to which a privacy interest can attach?    If it has this characteristic, is it abandoned by going out into public in a location where cameras feeding biometric analysis applications  may record the image?  No cases exist on this point and there is a great legal tradition of the meaning public and private space which may have to be assimilated into the realities of the new technology in order assert the right to be private in terms of information when one is in what is traditionally public space.

c.     Subjective Expectation of the Data Subject

Biometric surveillance fundamentally challenges subjective expectation.   If the individual is not aware that there are tools which can in effect make your face a bar code, how can the person have an expectation of privacy.    Surely, the state cannot take advantage - in the era which has moved past the shock of the new to the obliviousness of the new - of the creation of new technologies which can fundamentally undermine autonomy of individuals in such a hidden manner that they do not give rise to an expectation of privacy.

In the earlier section 8 case, R. v. Dyment,
 the question of the privacy interest in the physical material of an individual was discussed as one of balance, a tension between the state and the individual:

This limitation on the right guaranteed by s. 8, whether it is expressed negatively as freedom from "unreasonable" search and seizure, or positively as an entitlement to a "reasonable" expectation of privacy, indicates that an assessment must be made as to whether in a particular situation the public's interest in being left alone by government must give way to the government's interest in intruding on the individual's privacy in order to advance its goals, notably those of law enforcement.

In Dyment, the case involved the taking of a blood sample by needle from an unconscious 

person.  In assessing the nature of the interest in physical autonomy, the Supreme Court  cited an earlier case R. v.Pohoretsky,
 where spilled blood was gathered by a doctor and provided to police.  The Court accepted that:

...In holding this action to constitute an unreasonable search and seizure, my colleague Lamer J. underlined the seriousness of a violation of the sanctity of a person's body. It constitutes a serious affront to human dignity. As the Task Force on Privacy and Computers, supra, put it, at p. 13:

... this sense of privacy transcends the physical and is aimed essentially at protecting the dignity of the human person. Our persons are protected not so much against the physical search (the law gives physical protection in other ways) as against the indignity of the search, its invasion of the person in a moral sense.

Finally, there is privacy in relation to information. This too is based on the notion of the dignity and integrity of the individual. As the Task Force put it (p. 13): "This notion of privacy derives from the assumption that all information about a person is in a fundamental way his own, for him to communicate or retain for himself as he sees fit." In modern society, especially, retention of information about oneself is extremely important. We may, for one reason or another, wish or be compelled to reveal such information, but situations abound where the reasonable expectations of the individual that the information shall remain confidential to the persons to whom, and restricted to the purposes for which it is divulged, must be protected. Governments at all levels have in recent years recognized this and have devised rules and regulations to restrict the uses of information collected by them to those for which it was obtained; see, for example, the Privacy Act, S.C. 1980-81-82-83, c. 111. 

These two aspects of the privacy of the person, dignity and information retention, rather than the right to the bodily substance itself, then, are fundamental principles within the privacy interest.   In Dyment ruling itself, the Court when on to state that a third factor may also exist:

to use an individual's blood or other bodily substances confided to others for medical purposes for purposes other than these seriously violates the personal autonomy of the individual.

Personal dignity, then, can be understood to be the inherent status of a human while personal autonomy is the right to be left alone.     Information retention is the right to control records about oneself.  Each of these three factors define the line between state and the individual.   Biometric surveillance touches on one of these meanings of privacy, in terms of personal autonomy, which has been recognized by the Supreme Court of Canada:

...An important aspect of privacy is the ability to exclude others from the premises. This is apparent from one of the definitions of the word "privacy" found in The Oxford English Dictionary (2nd ed.1989).  It is set out in these terms:

b.  The state or condition of being alone, undisturbed, or free from public attention, as a matter of choice or right; freedom from interference or intrusion.

The right to be free from intrusion or interference is a key element of privacy.
 

How does the right to be free from the attention of the state when one is physically in public view?    The expectation of privacy clearly differs in the circumstances.
 Being seen through the window is different from being in the backyard.     Travelling in a private car is different that travelling on public transportation.   We certainly do not expect, however, that at some point were are so prone to view of others that we give up all expectation of privacy.    On February 7, 2001, the Federal Privacy Commissioner in a speech describing the issues surrounding a proposal to put in place 23 surveillance cameras in downtown Vancouver characterized the experience of a violation of one's privacy while in plain public view in the following terms:

When you go home at night, you probably close the blinds. It's not because you're trying to hide something. You just instinctively need your privacy, your freedom from being observed. If you're on a bus or a plane, and someone starts reading over your shoulder, you probably feel uncomfortable.   What you're reading isn't a secret. It's just that your privacy is being invaded.

If you've ever had your home or even your car broken into, you'll know that the sense of personal violation can be even worse than the actual loss of whatever was stolen. This essential human need, and fundamental right, is in danger of slipping away from us. And once it's lost, it will be very, very hard to get it back.

The Privacy Commissioner indicated number of consequences of this functionality of this sort of biometric surveillance:

1. loss of the right to anonymity as state agents would be able to cross reference your image to locate you even though you believed you were moving in a public space unnoticed;

2.
being made subject to the inevitable errors of automated data processing so that facts are assigned to you which have nothing to do with you;

3.
being made subject to the data base cross references forming associations of which you are unaware so that, for example, a acquaintance's criminality which is unknown to you colours state perceptions about you; and

4.
consequent self-censoring of activities to avoid misinterpretations of activities by automated data processing.

When does the right to be free from technically possible intrusion create a subjective expectation of privacy when the person is in a public place, either physically in view or virtually on-line?    Consider other elements of the Edwards test for privacy expectation described above:  they can be seen to inform the expectation.   The presence at the time of a biometric search is required as the person is the media of the information sought under the search.    The possession or control of the property pr place searched, if the place is the body, is in possession of and owned by the data subject.

Still, the creation of any expectation depends on a personal awareness of the circumstances of one's environment.    It is fair to suggest that generally people are not expecting to be made specifically subject of constant and automated surveillance as they believe they are not worthy of the resources.   Public expression of unexpected surveillance as a source of fear and resulting deterrence, however, is well known.
   The voices warning of a general, more common need to fear and to be vigilant are few, though a small number of performance artists called surveillance camera players stand out as citizens trying to alert the public to the fact of the pervasiveness of surveillance cameras.
 

Despite the works of artists and activists to alert, at this point it is likely that in Canada there is still have an expectation in a democratic state that the every day public citizen is not being monitored, cross-referenced and compiled as we move about our daily affairs.    This is different from specific monitoring.    It is one thing, we think, to be in a public place such as a shopping mall or a convenience store, knowing that video cameras are monitoring for shop lifting, a crime we can imagine occurring in that place and which the victims have a legitimate right in preventing.   That might be reasonable.    But would the average person not think it is quite another thing to be on a street corner in a phone booth and having our appearance both ourselves and the person near to us identified as we make a telephone call with a third person whose voice pattern is being used for further identification, all of which recording is being automatically processed and added to data files where there is no specific purpose to the monitoring.

Further, while the public knowledge and awareness of the modes of technology which are at play in the present day are far behind the fact of the existence and use of those technologies upon  the public, we have seen in the cases on tortuous invasion of privacy and appropriation of personality that when tools of surveillance are employed against specific people even though they are outdoors, they object.    In Mavis v. Lavoie,
 while the Court found that the tort of invasion of privacy existed but failed as the Plaintiffs were not identifiable in the photograph, the Plaintiffs certainly felt violation enough to bring court action the use of an image of themselves in public. Likewise, in Lipiec v. Boras,
 the loss of use and enjoyment of real property as well as overlooking or spying the sole purpose of causing annoyance in were recognized as valid reasons to grant an away in favour of persons who were watched by a neighbour's video camera.    The expectation of privacy outside does include an expectation against being watched by cameras.

The greater the complexity of the technology employed against a citizen out of doors, the greater the perception of the privacy being invaded would subjectively feel if they were aware of what was happening.
      The perception of the loss of privacy is compounded when it is undermined in a way that the subject is unaware of, which is not performed by another person fulfilling a state function but which is gathered, processed and cross referenced with other data based in an automated fashion.     If we are resistant to the camera following us under the hand of an operator, citizens will resist more at the outset of the introduction of the technology.  

d.
Objective Reasonableness of the Expectation

How does this subjective perception in the public correspond to the objective reasonableness of the privacy expectation, the final element of the Edwards test? The repressive effect of secret and judicially unauthorized surveillance on the experience within democratic state was discussed by the Supreme Court of Canada in its ruling in R. v. Duarte.
   When discussing the ruling from which the appeal had been brought, the Court found

...that Cory J.A. fails to give due weight to the policy implications of allowing the police to conduct warrantless surveillance when he states, at p. 394, that "it is only those whose conversations are concerned with various illegal activities who will be seriously concerned about the possibility of their remarks being recorded".  On the contrary, the decision whether to allow or disallow this practice is fraught with the gravest of implications.  To countenance this practice would not strike only at the expectations of privacy of criminals and those concerned with wrongdoing.  Rather, it would undermine the expectations of privacy of all those who set store on the right to live in reasonable security and freedom from surveillance, be it electronic or otherwise.  And it has long been recognized that this freedom not to be compelled to share our confidences with others is the very hallmark of a free society. Yates J., in Millar v. Taylor (1769), 4 Burr. 2303, 98 E.R. 201, states, at p. 2379 and p. 242:

It is certain every man has a right to keep his own sentiments, if he pleases: he has certainly a right to judge whether he will make them public, or commit them only to the sight of his friends.

If this Court is to give its imprimatur to the practice of warrantless electronic surveillance, the words of Harlan J., dissenting in United States v. White, supra, at pp. 787-89, may fairly be said to  apply:

Authority is hardly required to support the proposition that words would be measured a good deal more carefully and communication inhibited if one suspected his conversations were being transmitted and transcribed.  Were third-party bugging a prevalent practice, it might well smother that spontaneity - reflected in frivolous, impetuous, sacrilegious, and defiant discourse - that liberates daily life.  Much off-hand exchange is easily forgotten and one may count on the obscurity of his remarks, protected by the very fact of a limited audience, and the likelihood that the listener will either overlook or forget what is said, as well as the listener's inability to reformulate a conversation without having to contend with a documented record.  All these values are sacrificed by a rule of law that permits official monitoring of private discourse limited only by the need to locate a willing assistant. 

With a technology more invasive than the audio bugging as dealt with in Duarte, the additional aspect automated and computerized biometric surveillance carries is that we no longer need worry about the words we speak or the persons with whom we meet.    We are able to be measured and cross referenced instantly and constantly in far more specific detail than audio "bugging" can provide.   State officials or corporate agents are no longer required to sit at the end of the telescope or in the van with headphones.   Instead, hard drives and software programs and wireless data streams can churn personal data to create and add to portfolios of persons.   Further, this activity and this technology is utilized with little awareness in the public.    The deterrent effect of the van with the tape recorders at least may cow citizens to abridge their speaking habits.    A person cannot be deterred into altering the ratio of their facial structures.      Based on the statement above from Duarte and the underlying factors which make objections to biometric surveillance objectively reasonable, this leg of the test should be confirmed.

Nevertheless, certain factors may go towards a finding that the subjective expectation of privacy from biometric surveillance is not reasonable.   First, the public may be satisfied that they are not being actually watched due to the perceived resource demands to perform such comprehensive surveillance.  If this is the case, no subjective expectation arises.   That would be an error of perception: the practical efficiency of the new technology provides those who use them with an ability to use them in a preventative “sweeps” rather than a specific and responsive manner.   As an automated resource, manpower is liberated and the watching of far more citizens is possible through constant viewing of public areas.

Beyond public perception of the surveillance not being possible, another critical limitation on objective reasonableness is the shifting of the goal posts of expectation.    As long as society can adapt to new restrictive and invasive technologies, the ability of the test under section 8 jurisprudence to set a parameter around the rights of citizens is subject to attack.  Illich in 1973 commented on the particular propensity of legal institution to be immune from the ability to inform itself against dangers of new mass technologies:

Support of an ever-expanding productive society has become the overwhelming dominant purpose of the existing structures of politics and law.  The procedure by which people decide what ought to be done has become subservient to the ideology that corporations ought to produce more: more knowledge and decisions, more goods and services…Political parties, legislatures and the juridical system have been consistently used to foster and protect the growth of schools, unions, hospitals, and road systems, not to speak of industries.   Gradually, not only the police but even the courts and the legal system itself have come to be thought of as tools made for the service of an industrial state.   Along with the idolatry of scientific method and the corruption of language, this progressive loss of confidence in political and legal processes is a major obstacle to retooling society.

One does not have to agree with Illich’s proposals for the retooling of society to accept to some degree the validity of his diagnosis of the relationship between the legal system and industrialization.    For our purposes it is important in terms of the potential effect on the final aspect of the Edwards test that requires “the objective reasonableness of the expectation” of privacy in the given context.   If the legal system has the scientific method and industrialization as an idol, how objective it is capable of being when confronted by the new technologies?   In effect, given that the systems of law move with technology, objective reasonableness may not be found where the surveillance become accepted by the Courts as simply the way things are.     While higher courts may be somewhat immune to this factor, lower trial courts where the great bulk of determinations are made rarely challenge the fact of the use an investigative tool.     They may challenge the utility of a given application of the tool but generally accept technological advances.

Further, practically speaking, this question turns on the specific views of the given judge on the issues of public and private space and the control of the informative aspect of the human body that biometric surveillance exploits.   In 1997, the Privacy Commission stated that he viewed the different member of the same Supreme Court of Canada has having different methods of analyzing this question:

Mr. Justice LaForest has a different way of applying the test from other members of the Court. He feels the Court must consider the reasonable expectation in the context of a free and democratic society, i.e. without reference to the illegal activity of the particular person. Mr. Justice Sopinka, on the other hand, and also Mr. Justice Lamer, appear to feel that the Court must evaluate the expectation in light of what a reasonable person placed in those circumstances could expect. 

…

Speaking before the Canadian Human Rights foundation in 1990, Mr. Justice LaForest suggested that "it is with the adoption of section 8 of the Charter that a privacy doctrine has truly developed". However, as Mr. Justice Sopinka has more recently re-iterated on the subject, "... It [the Charter] only applies to government action. Given that much of the world of electronic communication is controlled privately, without any government regulation, the Charter may be an ineffective tool ..."

This observation is telling.    Without a case on biometric surveillance having started and survived the long march through trial and appeal to the Supreme Court of Canada, we have no ruling on its exact constitutional nature and so must rely on analogy.  Having abstracted to that degree, we then find that there is no unanimity on the bench as to the meaning of the test that might be applied within that analogy.   While the statement in Duarte does give great confidence, one still can see issues around an objective and reasonable expectation of privacy when there is both public and judicial disagreement and uncertainty on the factors one includes in the consideration of the validity of that expectation.

e.
Conclusion on section 8

In the end, the challenge to conventional notions of space and location of data, the numbing of expectation and the lack of consistency in the scope of consideration of what is objective and reasonable will only be resolved by a ruling on biometric surveillance by a Court applying the Edwards test.   While is very possible to conceive of a case which could find its use in breach of the right against unreasonable search and seizure, as with section 7, it is very likely that the best one can state today is that it may very well be that constitutional protection of the right of privacy may not be beyond the scope of section 8.

5.40
Limits to Constitutional Remedies

Even if the right to anonymity were clearly in existence within the Charter rights reviewed above, a number of limitations to the utility of the Charter in this situation still must be admitted.

The first limitation of the utility of the Canadian Constitution for purposes of a comprehensive response to biometric surveillance is that its jurisdiction is limited only to state activities.   Commenting on the contemporary state of the constitutional recognition of privacy by the Supreme Court of Canada, Steeves commented in 1995:

“the Court [has] found a person’s privacy is intruded on in an unreasonable manner whenever the state, without a prior showing of just cause before a neutral judicial officer, arrogates to itself the right surreptitiously to record communications that the originator expects will not be intercepted by anyone other than the person intended by its originator to receive them.      The right to privacy as it has been developed in these cases reflects the values of a 19th century liberal democracy whose primary concern was to protect the individual from inappropriate interference from the state. The nature of communications networks now makes the need to protect against potential invasion of personal autonomy  by private interests or individuals, equally pressing.”

As the late Justice Sopinka of the Supreme Court of Canada has indicated,
 much of the world of electronic communication is controlled privately, without any government regulation.    In this case, the Charter may be an ineffective tool due to its limited jurisdiction.

Further, even when there is jurisdictional Charter arguments are extremely expensive legal actions to bring.
  Citizens are not able to assert their rights under the Charter except in the context of the defense of a serious criminal charges.    To a great extent, it is corporations and public interest groups appear before the highest courts in matters relating to Charter values.   Related to the practical limitation of cost is the simple fact that Charter cases require years of litigation and appeal to come to clear resolution.   During this time, technology will inevitably continue to advance so quickly that the issues may become practically moot by the time a decision is made. 

Within the process of a Charter case there are important limitations as well.   Charter values enjoyed by citizens are drafted as being subject to the balancing of their breach against greater societal interests: under section 7 life, liberty and security of the person can be restricted in accordance with the principles of fundamental justice; under section 8, searches are acceptable where they are reasonable.    As we have also seen, Charter values are also subject to personal understanding of the judges who enforce them. 

As a result, the ability of the Charter of Rights and Freedoms to provide a practical  response to the challenges to personal autonomy posed by a technology such as biometric surveillance is also in great doubt.

6.00
Reforms

In this section of this paper, four possible approaches to legislative reform are reviewed:

a.
Constitutional amendment

b.
Enactment of a quasi-constitutional statute

c.
Empower the Privacy Commissioner

d.
Create a technology specific statute

Given the absence of any form of legal remedy which can effectively address biometric surveillance, reform is clearly necessary.

6.10 Amend The Constitution

The seemingly obvious means to resolve the problems new technologies pose to the privacy of Canadian citizens is to amend the legal rights set out in the Charter of Rights and Freedoms to include autonomy and other aspects of privacy as are understood to be protected under the Charter of Rights of the Province of Quebec.    

What has become generally framed as “the constitutional question”
 makes this politically practically impossible.    The method entrenched in the Constitution has it has led to a stalemate in terms of change which has its roots in the earliest history of the colonies which became Canada in 1867.     As a result, amending the constitution in a way that changes the rights affecting the population of more than one province is blocked. 

Amendments to the Charter of Rights and Freedoms are made according to the following formula:

An amendment to the Constitution of Canada may be made by proclamation issued by the Governor General under the Great Seal of Canada where so authorized by 

(a) resolutions of the Senate and the House of Commons; and 

(b) 
resolutions of the legislative assemblies of at least two-thirds of the provinces that have, in the aggregate, according to the then latest general census, at least fifty per cent of the population of the provinces.

The inability of this formula to attract the level of agreement to overcome the realities of Canadian politics was recognized in a letter dated January 24, 2001 to The Honourable Sheila Finestone, Senator, The Senate of Canada from Ann Cavoukian, Commissioner of the Privacy of the Privacy Commission of the Province of Ontario who wrote that in 1991:   

…the then federal Privacy Commissioner, Bruce Phillips, argued that “until our Charter is amended to erase any doubt that privacy is a fundamental freedom, it will remain endangered, if not become extinct.” While recognizing the scope limitations of the Charter, Mr. Phillips believed an explicit right to privacy would serve as “an ethical norm” for all of society. He concluded his insightful submission to the Special Joint Committee on a Renewed Canada by stating:

“We now have an opportunity to entrench a simple, but unequivocal, constitutional right of privacy - one that is indispensable for safeguarding human dignity and for reinforcing our other constitutional rights. Without a strong and overriding statement of support for privacy, one of our most important freedoms stands largely unprotected.    This may be our last chance for the foreseeable future.” 

Unfortunately, his recommendation was not acted upon, and his forecast has come true. Since 1991, there has not been any contemplation of amending the Charter to include an explicit right to privacy.

Ten years after Commissioner Phillips spoke in 1991, Dr. Cavoukian confirmed the continuing reality of the log jam when she stated:  

“The Charter remains the most logical instrument, but political realities seem to mitigate against any possibility of its amendment in the near future.”

As of the date of this paper, while a debate and even a proper review the basis for this constitutional conundrum is, for present purposes, too great a matter to discuss in this paper, it is nonetheless for all practical purposes correct to state that an amendment to the Charter of Rights and Freedoms which would introduce a comprehensive right to privacy including the recognition of personal autonomy is unlikely to occur in any time frame that could address the concerns technologies such as biometric surveillance pose to Canadian citizens.

6.20 
Enact a federal quasi-constitutional statute 

In the alternative to a full constitutional amendment, the Federal Government can pass what can be described as a “quasi-constitutional” statute which sets standards for privacy which all other Federal Legislation must meet.    Examples of such statutes include the Federal Interpretation Act, the Canadian Human Rights Act and The Bill of Rights.    These statutes can begin a process of modification of provincial statutes through example.  By requiring Federal Government and private industries which fall under Federal jurisdiction to abide by tougher standards, over time those part of the life of the nation which are not under Federal jurisdiction may come also to expect the application of the same standards.   The Federal Canadian Human Rights Act, for example, caused the strengthening of provincial ones through both raising expectations within the public and setting standards within judicial interpretation of the principles of human rights law.

What has been called a “Privacy Rights Charter” has in fact been placed on the legislative agenda but in a way which raises doubts as to its ability to ever come into force as law.   In the current Federal parliamentary session, Senator Sheila Finestone has proposed Bill S-21, the Privacy Rights Charter.   Currently, it awaits Third Reading in the Senate before proceeding to the House of Commons for full review there.   Under the Bill, the right to privacy is made explicit:

Every individual has a right to privacy, including

(a) 
physical privacy;

(b) freedom from surveillance;

(c)
freedom from monitoring or interception of their private communications; and

(d)
freedom from the collection, use and disclosure of their personal information.

The jurisdiction of the right to privacy is also made clear as it applies to all persons and matters coming within the legislative authority of Parliament and is binding on Her Majesty in right of Canada.
 Further,  the Bill provides that:

(1) No provision of any other Act shall be construed so as to abrogate or derogate from any provision of  this Act.

(2) In the event of any inconsistency or conflict between this Act and any other Act enacted before or after this Act comes into force, unless the other Act expressly declares that it operates despite this Act, notwithstanding any other provision of that Act, this Act prevails to the extent of the inconsistency or conflict.

While this Bill would provide a great improvement on the present legal framework , there are a number of reasons why the bill may never come to light.    First, it is a Bill out of the Senate, the unelected Upper House of the Canadian Parliament.    Few statutes which actually come into law originate from that body.    Further, the party proposing the Bill, the Progressive Conservative Party of Canada, is in opposition in both the Senate with the second greatest number of seats as well as the House of Commons where it has the fifth greatest number.    Finally, the proponent of the Bill, Senator Finestone, retired on 28 January 2002 having achieved the mandatory retirement ago of 75.
 Introduction of a similar statue by the governing Liberal party would have a far greater prospect for enactment but comments at the Senate Committee level indicate that is unlikely in the current mandate of the Federal Government
 

6.30 Empower Federal Privacy Commissioner 

The comparison of the powers of the Canadian Federal Privacy Commissioner and United Kingdom’s Data Protection Registrar is telling.  The characterization of the Canadian Office as an “ombudsman” is apt if only due to the failure of the Federal Parliament to provide the Commissioner with sufficient powers to be anything else.     The Office of the Federal Auditor General confirmed this characterization in its 2000 Report  where the following is stated:

The Privacy Commissioner is an ombudsman, appointed by and accountable to Parliament, who monitors the government’s collection, use and disclosure of the personal information of individuals, and its handling of individuals’ requests to see their records. The Privacy Act gives the Commissioner powers to investigate individual complaints, to launch his own complaints, and to audit compliance with the Act. 

The powers of the Federal Privacy Commissioner are inquisitorial and more in the nature of a coroner or a Public Inquiry rather than a Data Protection Registrar.
 The powers allow the official to investigate but provide no real power to put in place a ruling based on findings.    By comparison , the Australian Federal Privacy Commissioner has the power to seek injunctive relief against a private sector data processor
 and the UK Data Protection Registrar has extensive powers which can be imposed in the workplace. 
Neither of these rather obvious powers are available under PIPEDA.

The failure to empower the Federal Privacy Commissioner may be a matter of acquiescence to the private sector
 in a way which deprives Canadians of rights taken for granted elsewhere and which fail to grasp the dangers new technologies pose to fundamental democratic rights.  It is hoped that pending rulings out of the Federal Court will address the limitations of the system and recommend to Parliament a more robust set of powers for the Privacy Commissioner in line with international standards.

6.40 Create a Federal statute Specifically Governing Biometric Technologies.

A registry system providing for the regulation of biometric surveillance tools would assist in their control and their effect on democratic society.   In Canada, technology specific Federal laws have been enacted in order to address shortfalls in the ability of laws of general application to address the challenges posed by new advances.   Under intellectual property law, the Integrated Circuit Topography Act
 was brought into force to provide a means to commoditize and provide a means to secure the interest in what was then a relatively new form of property not easily handles under existing traditional structures of patent or copyright.    It used the means of a registry to provide an exclusive right to a registered original circuit board topography
 and a form of action for infringement.
   

Elsewhere, data protection through the creation of registries is already in existence.  Under the United Kingdom’s Data Protection Act 1998, there is a registry of entities processing personal data
 while under the Electronic Communications Act 2000
 there is established a register of approved providers of cryptography support services.   The use of such a security system registry has also been introduced in Canada as part of its effort to control criminal money laundering.
  This system, FinTRAC, addresses money transfers in any media rather than any particular issues from an information technology media.

In its Third Report published in April 1997, the House Standing Committee on Human Rights and the Status of Persons with Disabilities recommended the creation of a registry of privacy invasive technologies:

Recommendation 14

The Committee recommends that the [proposed] Data Protection Act regulate the development, testing (including pilot projects), implementation and application of emerging technologies that have a potential to infringe on the privacy of personal information. These technologies would include, but not be limited to, smart cards and biometric identification systems.
Such a registry wold provide the Canadian public with notice of the existence of these technologies thereby going someway to create the awareness required to establish the kinds of subject expectations about privacy discussed above as required under constitutional law.     It would also be able to form a preventative legal system where use of unregistered or improper biometric surveillance would itself be an offence such as is found in the UK’s Electronic Communications Act 2000,
 especially in combination  and perhaps under the control of a more fully empowered federal Privacy Commissioner as recommended above.
7.00 
Conclusion

This review of the legal remedies available to Canadians facing new technologies such as biometric surveillance should be worrying.  This is not only as the technology of biometric surveillance currently poses a great risk to a fundamental principle upon which this nation’s democracy is based: with no reason to suspect that advances in information technologies will not continue at an increasingly faster pace, the position Canadians find themselves in relation to the practical strength of their available legal remedies will only erode.     To reverse this situation requires reforms including the introduction of the kind of powers of enforcement and registries of technologies that are already in place elsewhere within the common law world.    Undertaking this reversal is a matter of political will and imagination which can only come about in an environment where authorities appreciate the risk technologies, such as biometric surveillance, pose.
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