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1.
Introduction

Since the early 1980's, government involvement in the creation of standards for the storage, use and transfer of personal data has become well developed under European law and is rapidly spreading to North America and elsewhere.   Legislative structures under these schemes include those providing for data protection, privacy and secure electronic commerce.   Regulatory bodies to implement these legislative structures such as those created pursuant to EU Directives such as the UK's Data Protection Registrar
 have existed for over a decade and are now being emulated in Canada with late 1999 steps toward creation of statutory schemes in the province of Saskatchewan and within the federal realm in addition to Quebec's 1994 Privacy legislation.
 

Falling behind the development of these legal structures are complimentary criminal systems to punish those who breach the privacy of others by accessing data storage systems to use the data for personal gain.  The criminal sanction is a necessary counter-balance to the scheme of data protection as it recognizes that regulation alone will not deter criminals attracted by the opportunity to access the personal data of others for personal illicit advantage.  It also recognizes that no regulatory program is perfectly immune from criminal attention and breach for illicit gain.  

Rai, Dubash and Chakravarti of India's Department of Electronics have described how information technology systems have certain characteristics that continue to increase their particular vulnerability to computer crimes:

· Density of information and processes - an increasingly large amount of personal data is being centrally stored in computers which provide a focus for criminal activity;

· Open Connectivity - data systems are often operated on a wide operating system with many points of access;

· Electronic technology - located on electronic hardware, data systems are prone to misuse inherent in the hardware such as data copying without detection;

· Human involvement - data systems are serviced by many human beings any one of whom may misuse authorized access;

· Access to systems - restriction to access only by password and open system access once authorized allow for simple penetration of data.

As these factors leave computers more and more prone to criminal attention, they enhance the opportunities available for the criminal to engage in "identity theft" or "identity fraud."  The ease with which these crimes can occur in the context of the above stated factors is exemplified by two cases:

1.
In the case The Queen v Gayle Maree Benbow
 from the Supreme Court of the Australian case of Tasmania, a Ms. Benbow committed her crimes over the course of her employment with the Savings and Loans Credit Union by creating, by means of a computer, of five unauthorized accounts in the names of relatives through which she illegally obtained $39,077.00;

2.
In the case, Pauline Rhonda Snell v. Leonard David Pryce,
 a decision of the Supreme Court of the Australian Northern Territory, a Ms. Snell was employed as a public servant in the communications of the Police Department. The Court describes her working conditions as follows:

Located deep within the police headquarters at Berrimah is the communications room which is not fenestrated. To gain access to that part of the police building, a person must first pass through a security door in the reception area of police headquarters by use of a magnetic card, thence to a communication area which is designated "restricted area", from where one enters the communications area through a door opened with a key.   Within the communications area is a computer. Access to the computer is restricted. In order to use the computer a person must insert, first, his or her (I lapse into computer jargon) "user identification", and secondly a password known only to that person. It is physically impossible for a member of the public to enter the communications room; only authorized personnel have access to that room and only persons with appropriate facilities can use the computer once there. 
   

Ms. Snell flagrantly ignored the security surrounding her position as she

Extracted certain names and addresses and some dates of birth from the computer,which information she passed on to her defacto husband. He was a licensed enquiry agent seeking certain persons' whereabouts, apparently to assist him to serve process.

In both these cases, one can see that precautions taken to ensure secure data storage have not effect on employees with access intent on criminal activity.     The absence of need for any kind of sophistication required in both these cases provides one example of the need to address the specific risk posed by those who would manipulate data systems for personal gain and create criminal sanctions which can deter the criminal whose access to data systems allows him to mimic or even create individual human beings to defraud those with who these cyber-persons do business.   In light of this efforts should be made to deter persons, employees or those otherwise with access, who would use their easy access data systems for criminal purposes.   Dr. Sanford Sherizen, president of Data Security Systems, Inc. of Natick, MA, in 1995 published an article titled "Can Computer Crime Be Deterred?"
 in which he argued that:

If the perception of the certainty and severity of punishment is a key variable in explaining deterrence, then the law has not been an effective force in controlling computer crime. 

Sherizen proposes that more focused legislation providing punishments of greater severity are needed.    In this paper, I canvass one specific type of computer crime - described as "identity theft" - to determine whether an effective statement of required elements can be developed to provide this deterrence in light of the prevalence of access to indicia of personal data.

In this paper, the federal criminal codes of both the United States and Canada are reviewed to determine whether effective criminal sanctions have been created which can hope to deter the criminal who would gain illicit advantage through misuse of the rapidly expanding systems of data storage and transfer by which the identity of persons are authenticated.   A brief review of a number of key international efforts towards a harmonized approach to criminalization of such conduct is also undertaken.  In conclusion, key elements of an offence required to provide deter the criminal through an effective criminal sanction against identity theft are summarized.

2.
Identity Fraud and Identify Theft

"Identity theft" and "identity fraud" are terms used generally to refer to a specific class of fraudulent crime in which someone wrongfully obtains and uses another's personal data in some way that involves fraud or deception, typically for economic gain though also sometimes for non-pecuniary ends.
  Though closely related, for clarity the terms should be defined separately to address the growing areas of activity that the internet and other forms of electronic data storage and transfer provide criminals.

There is no one universally accepted definition of "identity fraud".   Typically, identity fraud refers to the illegal use of personal identifying information--such as name, address, Social Security number (SSN), and date of birth--to commit financial fraud.  Identity fraud can encompass a host of crimes, ranging from the unauthorized use of a credit card to a comprehensive takeover of another person's financial accounts.  An offender can fraudulently use personal identifying information to open new accounts, apply for loans, credit cards, and social benefits; rent apartments and establish services with utility companies; and engage in many other types of fraudulent activities, which can result in the loss of assets or creditworthiness.  Identity fraud can be thought of as the use or appropriation of certain identity indicators for illicit gain.
  The case of Snell, above, involving the passing of secure data for unauthorized purposes can be considered a form of this crime.

Though often used as synonyms, the term "identity theft" can be distinguished from “identity fraud” to describe conduct including the manipulation, appropriation and creation of the identification of a human through a greater degree of accessing and altering data bases used to match human beings to electronic data storage or transactions relating to those human beings.   Like identity fraud, identity theft requires access to and manipulation of personal data for unauthorized gain. “Identity theft,” however, can be seen as a subset of identity fraud in that the manipulation of data is taken to a higher level synthesizing out the need to victimize an actual person by stealing aspects of their identity.   In cases of “identity fraud,” then, the victim can include the person whose data is used is left liable to those with whom he or she holds accounts or does e-commerce to explain how transactions or account withdrawals were not his own.  As the particular result of “identity theft” is the appropriation of personality such that the data used essentially forms a new or shadow data person with a life of its own, the victim of the crime is those parties who rely on the fraudulent identity and contract or communicate with the shadow- or cyber-person.   The case of Benbow
 discussed above in which a Credit Union officer created false accounts may be considered an example of this form of crime.

Both identity fraud and identity theft raise implications for the currency of protections available under criminal law as reliance on data systems and especially as the internet grows.   Internet growth creates identity fraud-related risks.  United States Secret Service officials have been reported to have expressed great concern over the numerous instances of identity fraud that have been perpetrated using the Internet.  These officials opined that without effective encryption measures internet-related identity fraud will increase.

A second factor in addition to the risk associated with the growth of electronic commerce is the reduction of the indicia used to identify individual human beings.  If one considers the provisions of section 5(1) of Canada's Official Secrets Act
 titled "Unauthorized use of uniforms; falsification of reports, forgery, personation and false documents" one can see the proscription of various forms of identity assumption which are based on pre-electronic forms of identity indicators.  That section bars use for purposes prejudicial to the state of the following identity indicators:

· use of an official uniform or any uniform facsimile: s.5(1)(a);

· oral or written documentation such as applications, passes, passports, etc.: s. 5(1)(b),(c);

· personally presenting oneself as being authorized to have access to secrets: s. 5(1)(d);

· use of a die, seal or stamp or facsimile thereof: s.5 (1)(e).

This section reminds us that before the era of numerical and encoded data identification, identification indicia in the form of uniforms, inked signatures, physical familiarity and even seals in wax were required to confirm that the person with whom a confidence or transaction was shared was the actual person authorized to participate in the confidence or transaction.   It also reminds us that prior to computerization of data storage and transfer, society relied on our own human senses to confirm the identification of others.   

An example of a form of non-electronic impersonation for breach of a data storage system is found in the 1991 case Police v B 
 from the New Zealand Court of Appeal where a former police officer identified himself as a certain police sergeant by telephone, gave a valid ID code and requested the operator to obtain for him from the computer system certain information about named persons or vehicles. She obtained the particulars requested by keying the ID code and the query into the system and receiving the information on her screen. She then conveyed this to the caller, who was waiting on the telephone line.  

Through familiarity with the data system as well as experience in the manner in which such telephone requests were made, the former police officer was found to have "hacked" into the data storage system as much as if he had operated the computer keyboard himself.    

A key aspect of the explosion of electronic data storage and transfer required by e-commerce as well as private and public bureaucracies requiring identification of millions of individuals has been the shift from such sensate identification to reliance on numerical and encoded identifiers which distill the identification of human beings into a string of digits.       This distillation combined with the growth of electronic data storage and transfer have combined to vastly increase the risk posed by those who would illicitly obtain identity data to create cyber-personalities for personal gain.   It is important, then, to ask whether the substantive criminal law has the means to address this increased risk of illicit activity.   

3.
United States Identity Theft and Assumption Deterrence Act

Identity theft may be one of the fastest growing crimes in the United States. In response, federal criminal amending legislation addressing identity theft - the US Identity Theft and Assumption Deterrence Act, 18 USC Sec. 1028 (described herein as the “Identity Theft Act” - was signed into law in October 1998 by President Bill Clinton. Convictions under this section may lead to three years in prison and a fine of up to $250,000 (U.S.).   Many US states have also enacted similar serious offences within their jurisdictions.

The Identity Theft Act is a legislative response to lessons learned from a serious level of criminal prosecutions of identity fraud generally.  In terms of substantive conduct, identity theft has been identified by the General Accounting Office of the United States Federal Government as being difficult to define, difficult to detect and difficult to quantify in terms of its effects.   It is, however, far from being left unprosecuted.  In fiscal year 1995, according to a Secret Service official, the Financial Crimes Division made a total of 9,470 arrests, of which 8,806 (93 percent) involved identity fraud.  Similarly, the official reported that financial crimes arrests in fiscal year 1996 totaled 9,220, of which 8,686 (94 percent) involved identity fraud and that financial crimes arrests in fiscal year 1997 totaled 10,066, of which 9,455 (94 percent) involved identity fraud. 

The Identity Theft Act attempts to assist in prosecution by providing further specification within the general area of identity fraud to include identity theft offences.   Along with creating offences for production, transfer, possession of an identification document, the Act specifically creates an offence where an accused:

…knowingly...uses, without lawful authority, a means of identification of another person with the intent to commit, or to aid or abet, any unlawful activity that constitutes a violation of Federal law, or that constitutes a felony under any applicable State or local law 

where the use occurs in one of the following circumstances:

(1) the identification document or false identification document is or appears to be issued by or under the authority of the United States or the document-making implement is designed or suited for making such an identification document or false identification document;

(2) the offense is an offense under subsection (a)(4), being the possession to knowingly defraud the United States; or 

(3) either -

(A) the production, transfer, possession, or use prohibited by this section is in or affects interstate or foreign commerce; or

(B) the means of identification, identification document, false identification document, or document-making implement is transported in the mail in the course of the production, transfer, possession, or use prohibited by this section.

As part of the specification provided by the Act, the term “means of identification” is given a broad definition which covers many of the indicia of identity including:

(A) name, social security number, date of birth, official State or government issued driver's license or identification number, alien registration number, government passport number, employer or taxpayer identification number; 

(B) unique biometric data, such as fingerprint, voice print, retina or iris image, or other unique physical representation;

(C) unique electronic identification number, address, or routing code; or

(D) telecommunication identifying information or access device (as defined in section 1029(e)).

This definition goes a long way to specifically include substantive identity theft in the Act.  However, it is in itself the subject matter of an offence distinct from an identity document only when transferred by the mails in the course of the crime.  This no doubt expresses the Federal Government’s restricted jurisdiction but without harmonized comprehensive state identity laws
 indicates a gap in the criminalization of misuse of the indicia of identity.

“Identity documents” rather than the “means of identification” appear to be the main focus of the Identity Theft Act.    Previous to the October 1998 amendment to this section of the United States Code, 18 U.S.C. 1028, addressed only the fraudulent creation, use, or transfer of identification documents, and not theft or criminal use of the underlying personal information.
   This limitation may effectively, however, remain to a great degree.

The definition of "identification document” remains a key to the actual breadth of the offence under the amendments contained in the Identity Theft Act.   The term ''identification document'' means a document made or issued by or under the authority of the United States Government, a State, political subdivision of a State, a foreign government, political subdivision of a foreign government, an international governmental or an international quasi-governmental organization which, when completed with information concerning a particular individual, is of a type intended or commonly accepted for the purpose of identification of individuals.  

“Identification document” does not only refer to the substantive data content of a document.  In the recent United States v. Castellanos,
 it was confirmed by the  United States Court of Appeals for the Seventh Circuit that the offence relates to the form of documents so that it was a crime to possess blank forms.  At para 15, the Court states:

Congress intended blank, incomplete identification documents to come within the statutory definition of "identification document" for purposes of sec. 1028(d)(1).

The offence under the Identity Theft Act, then, focuses on the medium used to appropriate identity as opposed to the act of appropriation.  This leads to concerns about the effectiveness of the legislative approach.   US law enforcement officials were reported prior to the creation of the federal Identity Theft Act that their respective agencies historically have not tracked identity fraud for various reasons:

· the lack of a standardized definition of identity fraud 

· identity fraud cuts across the statistical categories tracked by law enforcement agencies because it is an element of many crimes.  

· the mere possession of another person's personal identifying information is not a crime in itself.  Rather, the use of that information to deceive is a crime.  

The basis for these comments continues with the Identity Theft Act as that Act largely focuses on the misuse of identification documents. As a result, investigators will prosecute cases under this section according to how the information is illegally used, rather than by the possession of someone's personal identifying information. 

Further, the conduct of replicating a non-existent person may not be covered by the Identity Theft Act as the identification documentation must be for "another person," phraseology which may not include a non-existent person.  In the 1999 case Lee v. Superior Court of Los Angeles County,
 the Court of Appeal of the State of California Second Appellate District Division One reviewed the distinction between, on one hand, falsely personating another living human and, on the other, representing oneself as someone else whether living, dead or fictitious.  The Court in that case found that a provision which described the personation of "another person or as a fictitious person" was broader than one which, like the Identity Theft Act, merely speaks of another living person.

Despite its heading, then, the Identity Theft Act may face serious limitations requiring amendment to fully meet the broad range of conduct that ought to be caught under the term identity theft.    If these limitations are confirmed through use of the Act in prosecutions, its value as a means of deterrence could be seriously questioned.

4.
Canadian Criminal Code Provisions

Compared the steps taken in the United States to specifically address the challenge of computer-based offences, Canada lags far behind. In a recent article in a national newspaper article it was reported:   

Neither the government nor the business community have been vocal about the issue.   The RCMP say only that they are aware of the problem and suspect it "probably is increasing," while the Canadian Bankers Association says it doesn't have statistics on the crime, but probably should. Bill C-54, the government's proposed privacy legislation, aims to restrict how an individual's personal information can be collected and used in the private sector, but it doesn't specifically recognize or define penalties for identity crimes. 

Without specific protection against crimes which use the personal data of individuals, the focus of the fight against identity fraud may focus on the media of fraud rather than the act of identification data appropriation itself, as we have seen may be the case under United States law. 

It may be, on the other hand, that the Canadian system contains provisions of general application which avoid the need to create a special form of offence.   In his book, Legislative Forms and Precedents,
 E.A. Driedger, a former Deputy Minister of Justice for Canada and Legislative Counsel to the federal Parliament, in his text for the preparation of legislation indicates that the primary function of a penal provision of statute is to prohibit a course of conduct.  If the conduct in identity theft is the assumption of the identity of another person, real or fictional, then it may not be necessary to describe the means to that end or even to specify that the means involve data stored or transferred electronically.

When the provisions of the Canadian Criminal Code, we find in section 403 provisions prohibiting “personation with intent:”:

Every one who fraudulently personates any person, living or dead,  

(a)
with intent to gain advantage for himself or another person,

(b)
with intent to obtain any property or an interest in any

property, or

(c)
with intent to cause disadvantage to the person whom he

personates or another person,

is guilty of an indictable offence and liable to imprisonment for a term not exceeding ten years or an offence punishable on summary conviction. 

This provision is elegant in its simplicity and, by avoiding description of the means of perpetrating the crime, cannot become redundant through the development of new media and means to perpetrate data crimes such as identity fraud.  Redundancy is a risk when criminal offences relating to media are too specifically adopted.  A clear example of this can be seen in section 163 of the Criminal Code, which is found in the section of the criminal offences relating to corrupting morals: 

163. (1) Every one commits an offence who 

(a) makes, prints, publishes, distributes, circulates, or has in his possession for the purpose of publication, distribution or circulation any obscene written matter, picture, model, phonograph record or other thing whatever; or 

(b) makes, prints, publishes, distributes, sells or has in his possession for the purpose of publication, distribution or circulation a crime comic.

In paragraph 163(1)(a) various uses of "obscene" publications are prohibited.   In paragraph 163 (1)(b) the same uses are outlawed in relation to "crime comics."    The latter section arose in the early 1950's as part of a North American response to a specific threat to morals in the form of comics in which criminal activity is portrayed in a heroic or perhaps rather anti-heroic light. 

Needless to say, the crime comic charge under s.163(b) is little used due to its outmoded and restricted subject matter.   Its counterpart under s. 163(a), which prohibits general obscenity, its still often enforced due in large part to its ability to reflect change in media and morals.   When approaching criminal subject matter issues such as media that can transform or become rapidly obsolete, the need to draft statutory provisions which focus on the conduct rather than the medium of the conduct may avoid a string of outmoded penal statutes.

The general criminalization of personification found in section 403 itself, however, is not without restriction.   It contains a number of elements that may limit its application in cases of identity theft.  It requires that the personation be undertaken fraudulently.  It also requires that the act be undertaken with one or more of three stated intentions to gain, obtain or disadvantage.  Further, the section does not refer to misappropriation of identification, electronic or otherwise.  On its plain reading, it may be taken to refer to the physical personation of another existing human being.   

Caselaw on section 403 relating to data identification is limited and none relate to purely electronic data transactions.   Two cases from the 1990’s, however, illustrate the application of the personation sanction in cases of data identification misappropriation:

· In R. v. Carew
, a use of another’s Social Insurance Number for purposes of cheque fraud was found to be an act of criminal personation.  The accused attended retail establishments and cashed cheques in the name of the person identified on the Social Insurance Number.   The court relied on the fact that the Social Insurance Number was used to represent the holder an another real human being, though not a specific human being., the Court states: 

As long as it was established by the evidence that Mr. Carew was personating another human being, in my view, it is not necessary to go the next step and establish the identity of that particular person.

· In R. v. Dawed
 a friend of an ill person, on that person’s request, attended at the ill person’s bank and withdrew monies for that person.   The ill person supplied the accused with a passport, Social Insurance Number and his bank book.     The accused was not convicted on the charge of personation due to the lack of fraudulent intent.

From these cases, it appears that falsely representing oneself through data identification falls under the scope of s.403 personation.   The section does not require that the person elaborately take on all the trappings of another person.  It only requires that the accused holds himself or herself out as another through use of recognized data base identifiers such as social insurance numbers.   The "person" in personation is merely a group of numbers uniquely identifying the copied person.    In this way, the Courts may have interpreted s. 403 in a way which avoids a problem which may trip up the US Identity Theft Act discussed above limiting it to the personation of actual living beings.

Mere digital mimicry, however, is not enough.   The elements of section 403 require the offender have the specific intention to achieve an aspect of advantage transfer.  The meaning of advantage, however, is broad and not limited to financial gain.     In the Dawed case, the court relied on a 1980 Ontario Court of Appeal ruling which stated: 

Advantage is not confined to monetary advantage but extends to any better position or favourable circumstance.  

It is fair to state that the circumstances that could support the finding of a fraudulent personation where no advantage could be inferred are difficult to imagine. As a result, the provisions of section 403, though drafted without the specific concerns of data protection and identity theft can be considered sufficiently broad to cover a number of circumstances which constitute identity theft.

Other provisions potentially applicable in circumstances of identity theft are those found in sub-sections 430(1.1) and (5.1) of the Code.  These provisions describe mischief in relation to data.   Section 430(1.1) in part states:

Everyone commits mischief who willfully...

(d) obstructs, intercepts or interfere with any person in the lawful use of data...

This provision, however, is part of a section dealing with data as objective property rather than analogous to subjective identity.  Sub-section 430(5.1) includes the following: 

Every one who willfully does an act...if that act...is likely...to constitute a mischief in relation to...data.

Despite the potential for this provision to be invoked in the circumstance of a misappropriation of data, its placement in the general provisions in relation to property mischief make such an application difficult.   Mischief to property is described in section 430 by use of such concepts as "destroy or damage," "renders property dangerous, useless in operative or ineffective" or "obstructs, interrupts or interferes with lawful use."   Access to prosecution through section 430 may be available based on the property interest one has in one's own personality.     However, this does not cover the circumstances of identity creation.

While Canada has not brought in specific criminal legislation to address identity theft as it has done to prohibit data mischief, it may be that the law of general prohibition against personification is sufficiently broad to cover the case of an identity thief who uses the medium of electronically stored data.  With the lack of a decision on point and the general lack of cases of personification under s.403, the criminal law of Canada cannot in any way be confidently relied upon at this point as a tool of deterrence.

5.
International Initiatives

Canada's failure to introduce comprehensive computer crime provisions in its Criminal Code is somewhat strange as Canada took a lead role in the early 1990's in the international efforts to address computer crime.   At the 12th plenary meeting of the Eighth United Nations Congress on the Prevention of Crime and the Treatment of Offenders, which took place in 1990, the representative of Canada introduced a draft resolution on computer-related crimes on behalf of the 21 sponsors. At its 13th plenary meeting, the Congress adopted the resolution, in which it, among other initiatives, called upon Member States to intensify their efforts to combat computer crime by "Modernization" of national criminal laws and procedures, including measures to:

· Ensure that existing offences and laws concerning investigative powers and admissibility of evidence in judicial proceedings adequately apply and, if necessary, make appropriate changes;  

· In the absence of laws that adequately apply, create offences and investigative and evidentiary procedures, where necessary, to deal with this novel and sophisticated form of criminal activity; 

· Provide for the forfeiture or restitution of illegally acquired assets resulting from the commission of computer-related crimes.

This goal of formulating offences which address the "novel and sophisticated form of criminal activity" and provide for enforcement by forfeiture closely matches the apparent goal of the United States in its 1999 Identity Theft Act.  As we have seen upon review, however, its limitations may leave it open to inapplicability in many circumstances of identity theft which are not based on living persons or reliant on documentary medium.

Further, action to achieve a global standard pursuant to the United Nations Congress's Resolution has not been completely successful.   This is especially the case outside the developed world.   Officials in the Department of Electronics of the Indian Government have stated that  

Laws, criminal justice systems and international co-operation have not kept pace with technological changes.  Only a few countries in Western Europe and Organization for Economic Cooperation & Development (OECD) have drafted laws to address the problem.  However, none of the countries has resolved all the issues concerning legal, enforcement and prevention problems arising out of technological change.

These international efforts essentially started in the 1980's when a process of legislative review evolved including the OECD and the Council of Europe which resulted in the 1989 adoption by the Council of Europe's Recommendation (89)9 which in part:

Recommends the governments of member States to:

...Take into account, when reviewing their legislation or initiating new legislation, the report on computer-related crime elaborated by the European Committee on Crime Problems, and in particular the so-called guidelines for the national legislatures... 

The guidelines referred to in this Recommendation set out a minimum list and an optional list for enactment of substantive computer crime provisions.   The minimum list of offences for which uniform criminal policy on legislation concerning computer-related crime includes two classes which could be considered to include offences relating to identity theft and fraud:

“1.
Computer fraud. The input, alteration, erasure or suppression of computer data or computer programs, or other interference with the course of data processing that influences the result of data processing, thereby causing economic or possessory loss of property of another person with the intent of procuring an unlawful economic gain for himself or for another person; 

2.
Computer forgery. The input, alteration erasure or suppression of computer data or computer programs, or other interference with the course of data processing in a manner or under such conditions, as prescribed by national law, that it would constitute the offence of forgery if it had been committed with respect to a traditional object of such an offence

Without direct reference to personification or means to authenticate personal identity, neither of these recommendations can be said to directly address the "novel and sophisticated" crimes.   This is confirmed by Stein Schjolberg, Chief Judge of the Moss Byrett or Moss City Court in Norway who, using these Council of Europe minimum standards as a guide, maintains a web site which monitors and presents international criminal offences relating to computer crime offences.
 He has identified sections of the penal codes 37 nations for consideration as to their compliance with the Recommendations.  While the list in no way purports to present a comprehensive picture of worldwide criminal legislation, it does appear to indicate no general effort to define specific identify theft offences.    Further, it does point to a startling lack of criminal sanction in parts of the Middle East, Eastern Europe South America and Africa.
  In a world of steadily increasing data transfer without regard for national borders, such gaps in global criminal law serve to create zones where identity crime is perpetrated without fear of conviction against data systems in other countries.   In this way, extra-national criminal conduct through internationally accessed data systems could render existing national legislative protection useless.  

Apparently disappointed with the legislative standards he has identified to date, Chief Judge Schjolberg directs readers of his site to what he calls "the most comprehensive cyber crime draft legislation" is made as a Model State Computer Crimes Code in the United States.
 The Model State Computer Crimes Code was drafted by students in the Cyber-crimes Seminar of the University of Dayton, Ohio in the United States by way of an online law school seminar conducted via a web site.   

The 1999 revision of the Code includes the following as its section 5.02.5 on "Computer Impersonation":

A person is guilty of the offense of computer impersonation when he/she accesses a computer, computer system or computer network and assumes the computer identity of another person.

The Model Code distinguished between a person’s computer identity and his or her actual identity.  “Computer identity” is stated to include the  following:

· A person's name, address, social security number, employment, legal and medical history;

· A person's financial information including but not limited to bank account numbers, credit card numbers, credit history, brokerage accounts and salary; and

· A person's identification numbers including but not limited to: pin numbers, access codes, passwords, e-mail address and any other type of security code.

By making the distinction between computer identity and actual identity, the commentary on the draft provision to s.5.02.5 states that computer identity requires specific protection due to its vulnerability to manipulation.  Unlike the Canadian crime of personification, the proposed model of computer impersonation specifically reflects the potential for the creation of apparent persons through computer-based data systems which criminals may use as a tool to conduct fraudulent transactions.     As such, the term “computer impersonation” may better reflect than “identity theft” the concept of creating an entirely false cyber-identity.   The two terms, however, for present purposes are approved.

The Model Code, as a product of a student project, is only a proposal.   It does however, in its complexity and specificity - running well over 150 pages – express current issues raised throughout the broad topic of computer crime.    By identifying a specific offence of computer impersonation, it points out the particular vulnerability of data systems to the manipulation of data records to create separate and convincing identities independent of relationship to a biological human being.  Whether, however, the identification and description of this offence in a draft model prepared as part of one law school’s on-line course will ever affect policy relating to substantive criminal law will have to be seen. 

The review of international recommendations, models and guidelines set out in this section cannot hope to express in such a brief manner the full international efforts to combat and anticipate the means criminals illicitly use identity data.   It does serve, however, to point out the manner in which enactment of criminal statutes are lagging behind both the regulatory schemes of data protection as well as, perhaps, the efforts of those criminals who would access data storage and transfer systems to abuse identification data.

6. Conclusion

Through canvassing criminal documents that relate to identity theft the following conclusions can be summarized:

· Electronic identity data storage and transfer systems are prone to criminal activity and are at risk to growing levels of identity theft and identity fraud;

· The risk posed by identity theft or computer impersonation in the form of the creation and use of identities unrelated to actual human beings for criminal ends is real;

· This risk has not yet been generally identified as a distinct crime under national criminal codes;

· The international efforts to introduce and harmonize wide-ranging computer crimes have not identified identity theft or computer impersonation as specific offences requiring national implementation.

In light of the absence of specific and effective criminal sanctions against this activity which has the prospect of increasing in sophistication and prevalence, the likelihood of providing effective deterrence for computer criminals intent on creating and introducing multiple false identities through international data systems is daunting.   As societies and economies computerize, the distinction between identity and indicia of identity finds itself effectively corroded to the point that one may no longer be always certain that an actual human being lies somewhere behind the data.    

In light of this apparent gap between identity and indicia of identity, criminal sanctions ought to be crafted which deter criminals from exploiting that gap.   Key aspects of the implementation of any criminal law include:

· International harmonization and comprehensive implementation.   States refusing to comply should be pressured to do so using similar pressures as have effectively been used to implement data protection standards.

· Offences should focus on the misuse of data to create false identities rather than simply the misuse of the indicia of the identity of actual persons either living or dead.

· Drafting should not closely define the medium of misuse so as to anticipate the development of new data media.

· Reference to indicia as property should not be use so as to avoid the need to determine the owner of the indicia as an element of the offence.

· Reliance on reference to paper economy concepts including terminology such as “document” should be avoided.

It is hoped that adherence to these principles will assist those drafting penal sanctions for the prohibition of identity theft or computer impersonation in creating effective offences for criminal deterrence.

Schedule A

-CITE-

18 USC Sec. 1028                                            01/05/99

-EXPCITE-

    TITLE 18 - CRIMES AND CRIMINAL PROCEDURE

    PART I - CRIMES

    CHAPTER 47 - FRAUD AND FALSE STATEMENTS

-HEAD-

    Sec. 1028. Fraud and related activity in connection with identification documents and information

-STATUTE-

Fraud and related activity in connection with identification documents and information

(a) Whoever,in a circumstance described in subsection (c) of this section -

(1) knowingly and without lawful authority produces an identification document or a false identification document;

(2) knowingly transfers an identification document or a false identification document knowing that such document was stolen or produced without lawful authority;

(3) knowingly possesses with intent to use unlawfully or transfer unlawfully five or more identification documents (other than those issued lawfully for the use of the possessor) or false identification documents;

(4) knowingly possesses an identification document (other than one issued lawfully for the use of the possessor) or a false identification document, with the intent such document be used to defraud the United States;

(5) knowingly produces, transfers, or possesses a document-making implement with the intent such document-making implement will be used in the  production of a false identification document or another document-making implement which will be so used;

(6) knowingly possesses an identification document that is or appears to be an identification document of the United States which is stolen or produced without lawful authority knowing that such document was stolen or produced without such authority; or 

(7) knowingly transfers or uses, without lawful authority, a means of identification of another person with the intent to commit, or to aid or abet, any unlawful activity that constitutes a violation of Federal law, or that constitutes a felony under any applicable State or local law; 

shall be punished as provided in subsection (b) of this section.

(b) The punishment for an offense under subsection (a) of this section is -

(1) except as provided in paragraphs (3) and (4), a fine under this title or imprisonment for not more than 15 years, or both, if the offense is -

(A) the production or transfer of an identification document or false identification document that is or appears to be -

(i) an identification document issued by or under the authority of the United States; or 

(ii) a birth certificate, or a driver's license or personal identification card;

(B) the production or transfer of more than five identification documents or false identification documents;

(C) an offense under paragraph (5) of such subsection; or

(D) an offense under paragraph (7) of such subsection that involves the transfer or use of 1 or more means of identification if, as a result of the offense, any individual committing the offense obtains anything of value aggregating $1,000 or more during any 1-year period;

(2) except as provided in paragraphs (3) and (4), a fine under this title or imprisonment for not more than three years, or both, if the offense is -

(A) any other production, transfer, or use of a means of identification, an identification document, or a false identification document; or

(B) an offense under paragraph (3) or (7) of such subsection;

(3) a fine under this title or imprisonment for not more than 20 years, or both, if the offense is committed -

(A) to facilitate a drug trafficking crime (as defined in section 929(a) (2));

(B) in connection with a crime of violence (as defined in section 924(c) (3)); or

(C) after a prior conviction under this section becomes final;

(4) a fine under this title or imprisonment for not more than 25 years, or both, if the offense is committed to facilitate an act of international terrorism (as defined in section 2331(1) of this title);

(5) in the case of any offense under subsection (a), forfeiture to the United States of any personal property used or intended to be used to commit the offense; and

(6) a fine under this title or imprisonment for not more than one year, or both, in any other case.

(c) The circumstance referred to in subsection (a) of this section is that -

(1) the identification document or false identification document is or appears to be issued by or under the authority of the United States or the document-making implement is designed or suited for making such an identification document or false identification document;

(2) the offense is an offense under subsection (a)(4) of this section; or

(3) either -

(A) the production, transfer, possession, or use prohibited by this section is in or affects interstate or foreign commerce; or

(B) the means of identification, identification document, false identification document, or document-making implement is transported in the mail in the course of the production, transfer, possession, or use prohibited by this section.

(d) In this section -

(1) the term ''document-making implement'' means any implement,  impression, electronic device, or computer hardware or software, that is specifically configured or primarily used for making an identification document, a false identification document, or another document-making implement;

(2) the term ''identification document'' means a document made or issued by or under the authority of the United States Government, a State, political subdivision of a State, a foreign government, political subdivision of a foreign government, an international governmental or an international quasi-governmental organization which, when completed with information concerning a particular individual, is of a type intended or commonly accepted for the purpose of identification of individuals;

(3) the term ''means of identification'' means any name or number that may be used, alone or in conjunction with any other information, to identify a specific individual, including any -

(A) name, social security number, date of birth, official State or government issued driver's license or identification number, alien registration number, government passport number, employer or taxpayer identification number; 

(B) unique biometric data, such as fingerprint, voice print, retina or iris image, or other unique physical representation;

(C) unique electronic identification number, address, or routing code; or

(D) telecommunication identifying information or access device (as defined in section 1029(e));

(4) the term ''personal identification card'' means an identification document issued by a State or local government solely for the purpose of identification;

(5) the term ''produce'' includes alter, authenticate, or assemble; and

(6) the term ''State'' includes any State of the United States, the District of Columbia, the Commonwealth of Puerto Rico, and any other commonwealth, possession, or territory of the United States.

(e) This section does not prohibit any lawfully authorized investigative, protective, or intelligence activity of a law enforcement agency of the United States, a State, or a political subdivision of a State, or of an intelligence agency of the United States, or any activity authorized under chapter 224 of this title.

(f) Attempt and Conspiracy. - Any person who attempts or conspires to commit any offense under this section shall be subject to the same penalties as those prescribed for the offense, the commission of which was the object of the attempt or conspiracy. 

(g) Forfeiture Procedures. - The forfeiture of property under this section, including any seizure and disposition of the property and any related judicial or administrative proceeding, shall be governed by the provisions of section 413 (other than subsection (d) of that section) of the Comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853).
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